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Texas EMS/Trauma Registry Program

Dear Business Associate:

The data you maintain is essential for the improvement of the Texas Trauma System.  This letter explains the process to establish your Texas EMS/Trauma Registry account for online registry data submission.  The Business Associate account packet is intended for Regional Advisory Councils, billing agencies, and data reporting agencies who are submitting EMS/Trauma Registry data on behalf of an EMS provider or hospital.
Establishing an account and using the online EMS/Trauma Registry System is easy and free.  All you need is a computer and a connection to the Internet.  You may refer to the DSHS website (www.dshs.state.tx.us/injury) at any time concerning the state rules that require reporting, approved vendor software, instructions for submitting data, and other useful information.

The following documentation MUST be correctly completed for your account to be set up:

· A letter on official entity letterhead, signed and dated by someone in a position of authority, listing the names of the people who will have access to the online system 
(all the individuals listed in the account packet).

· All applicable information filled out on the Memorandum of Understanding and Confidentiality Statement and Business Associate and User Information Form.

· Signatures on the Memorandum of Understanding from all identified personnel.

Follow these steps to establish your online system account:

1. Open this account packet using Microsoft Word and type in the appropriate information.

2. Print out the completed account packet and obtain the necessary signatures.
3. Keep a copy of the completed account packet for your records.

4. Send the signed letter on letterhead, Business Associate and User Information Form, and the Memorandum of Understanding and Confidentiality Statement to the EMS/Trauma Registry office.

Once the Texas EMS/Trauma Registry office receives your completed account packet, and establishes your account, our staff will e-mail a username, password, online system website address, and instructions to each person who is signed up.

We appreciate your dedication to, and support of, the Texas EMS/Trauma Registry System.  Your data is essential for improving the Texas trauma system and for conducting and evaluating Texas injury prevention programs.  If you have any questions, please call us at 1.800.242.3562.  Thank you for establishing your account.

Sincerely, 

The Texas EMS/Trauma Registry
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INSTRUCTIONS FOR COMPLETING THE TEXAS EMS/TRAUMA REGISTRY SYSTEM

BUSINESS ASSOCIATE (REGIONAL ADVISORY COUNCIL/REGIONAL REGISTRY, BILLING AGENCY, DATA REPORTING AGENCY) APPLICATION PACKET

Please contact the Ems/Trauma Registry at 1 (800) 242-3562 if you have any questions about completing the EMS/Trauma Registry System application packet.

I. Introductory Letter 

A. Please read in full

II. Letter from the Office of the General Council concerning HIPAA

A. Please read in full

III. Memorandum of Understanding and Confidentiality Statement 
A. Please read and review in full

B. Page 1

1) Business Associate Name
(a) Enter your organization’s name

(b) Your packet will not be considered complete if this item is left blank

2) Date
(a) Enter today’s date

(b) Your packet will not be considered complete if this item is left blank

C. Page 2

1) Assigned Business Associate’s Personnel 
(a) Name of Business Associate’s authorized personnel

(i) On the first line provided enter person’s name who is to have overall responsibility over the account

(ii) Enter other Business Associate authorized personnel who are to have access to the EMS/Trauma Registry System account on the subsequent lines provided

D. Page 3

1) Confidentiality Statement
(a) PLEASE HAVE ALL BUSINESS ASSOCIATE AUTHORIZED PERSONNEL REVIEW AND READ CAREFULLY BEFORE THEY SIGN
2) Signatures of Agreement
(a) ALL IDENTIFIED BUSINESS ASSOCIATE AUTHORIZED PERSONNEL MUST SIGN
(b) Have ALL BUSINESS ASSOCIATE AUTHORIZED PERSONNEL sign in the space that corresponds to the line on which their name appears on Page 2
(i) PLEASE ENSURE THAT THE PERSON WHO IS TO HAVE OVERALL RESPONSIBILITY FOR THE EMS/TRAUMA REGISTRY SYSTEM ACCOUNT SIGNS ON THE FIRST LINE
3) Enter the names of ALL entities that your organization is to have access to for purposes of data reporting [**Note – a list of ALL Entities that your organization will be reporting data for may be attached in a separate document so long as it is signed and dated by Business Associate authorized personnel previously identified and  printed on your organization’s official letterhead; the original must be sent with your EMS/Trauma Registry System packet]; ALL ENTITIES’ PERMISSION FOR YOUR ACCESS TO THEIR ACCOUNTS WILL BE VERIFIED FOR AUTHENTICITY (see item (c) below)

(a) For RACs – this includes viewing how much data has been reported by entities who have given you permission to have access to their account

(b) ALL ENTITIES MUST ESTABLISH AND EMS/TRAUMA REGISTRY SYSTEM ACCOUNT OF THEIR OWN AND
(c) Business Associates will only be allowed access to an Entity’s EMS/Trauma Registry System account when the Entity in question has given specific permission to any given Business Associate (i.e. RAC/Regional Registry, Billing Agency, or Data Reporting Agency/Regional Registry) to that Entity’s EMS/Trauma Registry Account by having the Business Associate’s authorized personnel sign in the APPROPRIATE space provide on Page 5 of the Memorandum of Understanding and Confidentiality Agreements in that Entity’s EMS/Trauma Registry System application packet and returned the ORIGINAL copy of Page 5 to the Entity to be included in their EMS/Trauma Registry System packet
(i) Please refer to page 2 of the Memorandum of Understanding and Confidentiality Agreements Business Associate… for definition of Business Associate’s Assigned Roles & Privileges

IV. Business Associate and User Information Form
A. Page 1 (top)

1) Enter the name of the software product your organization will be using to enter data for the entities listed in the Memorandum of Understanding and Confidentiality Agreements Business Associate… document

(a) NOTE – if you will be entering data directly to the EMS/Trauma Registry System via the Web-based manual entry form then enter Registry System manual entry
(b) There will be no software to load on to your computer(s) to access the Texas EMS/Trauma Registry System; the EMS/Trauma Registry System is a fully secured web data entry and data access system with a non-publicly disclosed URL (i.e. web address)

2) Enter the correct contact information for your entity IN FULL as specified

3) Indicate whether your organization is a RAC/Regional Registry, Billing Agency, or Data Reporting Agency/Regional Registry by checking the appropriate box.

B. Pages 1 (bottom) & 2

1) Business Associate’s assigned personnel information; **NOTE – the person who is to have overall responsibility for the EMS/Trauma Registry System account should have their information indicated in the appropriate space at the bottom of Page 1; ALL these fields are REQUIRED:
(a) Name – enter the person’s name as it is to appear on your EMS/Trauma Registry System account

(b) Position – enter the position each User holds within your organization

(c) Credentials – enter each User’s specific credentials; enter “none” or “N/A” if the User has no specific credentials

(d) E-mail address – VERY IMPORTANT; BUSINESS ASSOCIATES’ AUTHORIZED PERSONNEL WHO ARE TO UTILIZE THE EMS/TRAUMA REGISTRY SYSTEM MUST HAVE AN INDIVIDUAL AND NON-SHARED E-MAIL ADDRESS TO BECOME REGISTERED WITH AND USE THE EMS/TRAUMA REGISTRY SYSTEM

(i) NON-SHARED means that the e-mail address is not shared and cannot be shared with any other person at all including but not limited to co-workers, superiors, family, and friends 
(ii) All Business Associates’ authorized personnel’s User ID’s and Passwords as well as the document explaining how to access the EMS/Trauma Registry System will ONLY BE SENT VIA E-MAIL
(iii) Please make sure each e-mail address is entered clearly and correctly
V. SAMPLE BUSINESS ASSOCIATE CONTRACT PROVISIONS
A. This document is provided as a courtesy for your organization’s use as a guideline for composing a Business Associate Agreement in relation to HIPAA regulations regarding sharing data between a specified entity and a third party Business Associate (example – RAC/Regional Registry, Billing Agency, Data Reporting Agency/Regional Registry, etc)

B. USE THIS DOCUMENT ONLY IF YOU, AS A THIRD PARTY BUSINESS ASSOCIATE DO NOT ALREADY HAVE A STANDING WRITTEN BUSINESS ASSOCIATE AGREEMENT WITH A SPECIFIC ENTITY AND YOU ARE SEEKING GUIDANCE WITH COMPOSING SUCH AN AGREEMENT; 

1) PLEASE DO NOT RETURN THIS DOCUMENT IF YOU CHOOSE NOT TO USE IT; PLEASE KEEP IT FOR YOUR RECORDS
C. This document is to be used as a guideline; please edit it to suit your situation

1) For the bracketed areas (example – [Insert Name of Business Associate]) remove the brackets and the text within them and enter the appropriate text pertaining to your situation

2) Enter appropriate information on any lines provided

3) Delete the end note and link information at the end of this SAMPLE document

4) Provide signature lines labeled to suit your specific situation with the Entity involved

(a) Example: 

VI. Cover Letter on Your organization’s Official Letterhead
A. State who will have overall responsibility for the EMS/Trauma Registry System accoun and identify all Business Associate’s authorized personnel
B. Have it signed and dated by an appropriate person in authority within your organization
1) This might be the person with overall responsibility for the EMS/Trauma Registry System account
C. Include this letter on top of your Ems/Trauma Registry System packet
VII. After Completing Your EMS/Trauma Registry Packet:
A. Double check that all information is correct
1) **TIP – have another person review the entire completed application
B. Check that your entity name and the date completed appear in the appropriate spaces on page 1 of The Memorandum of Understanding and Confidentiality Agreements document
C. Make sure that all Business Associate authorized personnel listed  have signed on the line on Page 3 that corresponds to the line containing their name in type or print on Page 2 of The Memorandum of Understanding and Confidentiality Agreements document
D. Make sure that the person with overall responsibility for the EMS/Trauma Registry System account has signed in the appropriate space on Page 5 of all affiliated entities’ Memorandum of Understanding and Confidentiality Agreements
E. Ensure that all affiliated entities have been listed on Page 4 of your Memorandum of Understanding and Confidentiality Agreements, Business Associate…document
F. Make sure that all Business Associate authorized personnel have a valid and non-shared e-mail addressed listed in the Business Associate and Business Associate authorized personnel Information form
G. VERY IMPORTANT – make sure that the cover letter states who will have overall responsibility for the EMS/Trauma Registry System account and identifies all Business Associate authorized personnel
1) Make sure the cover letter is signed and dated by an appropriate person in authority within your entity
(a) This might be the person with overall responsibility for the EMS/Trauma Registry System account
H. Your completed EMS/Trauma Registry System Packet may be faxed to (512) 458-7666 to expedite activation – BUT – the original with all original signatures must be sent (e.g. US Mail) to:
Injury Program

Epidemiology Unit  T 713  MC 1964
Department of State Health Services
PO Box 149347

Austin TX 78714-9347

PLEASE KEEP A COPY OF YOUR COMPLETED PACKET FOR YOUR RECORDS

Thank you for completing your EMS/Trauma Registry System application packet. Again, please contact the EMS/Trauma Registry at 1-800-242-3562 if you need assistance with completing this packet or if you have any related questions.
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CHECKLIST FOR THE EMS/TRAUMA REGISTRY

BUSINESS ASSOCIATE 
 1. MAKE A COPY OF THE BLANK PACKET
Memorandum of Understanding and Confidentiality Agreements
 2. Enter name of Business Associate (RAC/Regional Registry, Billing Agency, Data Reporting Agency/Regional Registry) on Page 1

 3. Enter today’s date on Page 1

 4. Make sure the names of ALL BUSINESS ASSOCIATE AUTHORIZED PERSONNEL are listed in the spaces provided on Page 2

 5. On Page 3 make sure ALL identified BUSINESS ASSOCIATE AUTHORIZED PERSONNEL sign in the space corresponding to their name located on Page 2

 6. Make sure that the name of each Entity that you will be reporting data for AND today’s date is entered on Page 4

 7. Ensure that ALL Entities listed on Page 4 have submitted a completed EMS/Trauma Registry System Entity Account Packet AND that your Authorized Personnel has signed on Page 5 of the Memorandum of Understanding and Confidentiality Statement document in each Entities’ packet  

Entity and User Information Form
 8. Ensure ALL software and Business Associate contact information is correct on Page 1

 9. Double check ALL Business Associate Authorized Personnel information for correctness

 10. MAKE SURE ALL BUSINESS ASSOCIATE AUTHORIZED PERSONNEL HAVE A UNIQUE NON-SHARED E-MAIL ADDRESS LISTED; **NOTE – INDIVIDUALS LISTED WITHOUT E-MAIL ADDRESSES OR WITH OBVIOUSLY SHARED OR QUESTIONABLE E-MAIL ADDRESSES WILL NOT BE ASSIGNED TO THE EMS/TRAUMA REGISTRY ACCOUNT UNTIL A VALID E-MAIL ADDRESS IS PROVIDED
Cover Letter

 11. Make sure it is written on your Business Associate’s official letterhead

 12. Make sure it states who the person that will be responsible for data will be and identifies all other Business Associate authorized personnel 

 13. Ensure that it has been signed and dated by an appropriate person in authority within your organization

Send the Packet in

 14.  BEFORE SENDING, MAKE A COPY OF YOUR COMPLETED PACKET FOR YOUR RECORDS
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BUSINESS ASSOCIATE AND BUSINESS ASSOCIATE’S AUTHORIZED PERSONNEL INFORMATION FORM

Please complete and send this document, the “Memorandum of Understanding and Confidentiality Statement,” and a cover letter on your letterhead to our office:
Injury Program

Epidemiology Unit  T 713  MC 1964
Department of State Health Services
PO Box 149347

Austin TX 78714-9347

TO EXPEDITE PACKET PROCESSING FAX TO:

512-458-7666


Name of Software Product (and version if available):      
Name of Business Associate:      
Street Address:      
Mailing Address:      
City:      , Zip Code:      
County:      
Phone number:      
Fax:      
Type of Business Associate:  FORMDROPDOWN 



Business Associate’s authorized personnel (person that will be responsible for data)

Name:      
Credentials:      
Position:      
E-mail address:      
[Mandatory! – ALL USERS must have a unique non-shared e-mail address]
Direct Phone number or extension:      


Business Associate’s authorized personnel
Name:      
Credentials:      
Position:      
E-mail address:      
Direct Phone number or extension:      


Business Associate’s authorized personnel
Name:      
Credentials:      
Position:      
E-mail address:      
Direct Phone number or extension:      


Business Associate’s authorized personnel
Name:      
Credentials:      
Position:      
E-mail address:      
Direct Phone number or extension:      
	[image: image5.png]



	TEXAS DEPARTMENT OF STATE HEALTH SERVICES

	DAVID L. LAKEY, M.D.

COMMISSIONER
	1100 West 49th Street SYMBOL 183 \f "Symbol" Austin, Texas 78756 

P.O. Box 149347 SYMBOL 183 \f "Symbol" Austin, Texas 78714-9347

1-888-963-7111 SYMBOL 183 \f "Symbol" www.dshs.state.tx.us
TTY: 1-800-735-2989


Texas EMS/Trauma Registry

MEMORANDUM OF UNDERSTANDING AND CONFIDENTIALITY STATEMENT

BUSINESS ASSOCIATE (REGION ADVISORY COUNCIL/REGIONAL REGISTRY, BILLING AGENCY, DATA REPORTING AGENCY/REGIONAL REGISTRY)

This agreement and confidentiality statement, by and between the Texas Department of State Health Services (DSHS, hereinafter) and ENTER BUSINESS ASSOCIATE NAME [double click "ENTER" to start; TAB to move to next field] (Business Associate
) made and entered into on ENTER TODAY'S DATE concerning the access and use of the Texas EMS/Trauma Registry System, the statewide EMS and Trauma registry.

1. DSHS agrees to:

A. Provide technical assistance for the Texas EMS/Trauma Registry application, but will not support other software or hardware defects or problems that are unrelated to the Texas EMS/Trauma Registry System.

B. Provide a help desk for assistance with questions and technical support.  The help desk is available Monday through Friday from 8:00 am to 5:00 pm by calling (512) 458-7266.

C. Maintain registry data in compliance with Texas Health and Safety Codes 92 and 773.113 and Texas Administrative Code (25 TAC 103.22).

2. Business Associate and assigned personnel agrees to:

A. Keep a list of their site’s authorized Texas EMS/Trauma Registry users and notify EMS/Trauma Registry Program office at (512) 458-7266 of any change of personnel accessing the Texas EMS/Trauma Registry.

B. Review and instruct all personnel that will have access to the Texas EMS/Trauma Registry on the confidentiality of information in the Texas EMS/Trauma Registry database as pursuant to Texas Health and Safety Codes 92 and 773.113 and Texas Administrative Code (25 TAC 103.22).

C. Ensure that Texas EMS/Trauma Registry or any confidential information is not used in a manner other than expressed in the Texas Health and Safety Codes 92 and 773.113 and Texas Administrative Code (25 TAC 103.22).

D. Loss of user rights if abuse of registry data is suspected or confirmed. 

· The attached Business Associate and User Information form must be completed and returned to the Texas EMS/Trauma Registry Program.
E. Assign Business Associate’s Personnel.

I authorize the personnel listed below to have access to the entities that have submitted a required Memorandum of Understanding and Confidentiality Statement – Entity document to the Texas EMS/Trauma Registry Program that identifies and grants access to the identified Entity’s confidential registry data as stipulated in the following assigned Role and Privileges (signature of authorized personnel identified below must be obtained on this document on Page 3) are required:

Name of Business Associate’s authorized personnel:

     


Name of Business Associate’s authorized personnel:

     


Name of Business Associate’s authorized personnel:

     


Name of Business Associate’s authorized personnel:

     


Assigned Roles & Privileges:

Business Associate’s Access

Submit Data Files

Submit No Reportable Data form (NRD)

Manually Enter and Submit Web Records
View Aggregate Regional Reports

View Validation Reports

3. Confidentiality Statement:

By signing this confidentiality statement, I certify that I have read this confidentiality statement and agree to comply with the following:
1. I will distribute copies of this confidentiality statement to all assigned personnel accessing Texas EMS/Trauma Registry.

2. Agree to be held responsible for my assigned personnel’s actions regarding information contained in the registry.

3. The information entered in the Texas EMS/Trauma Registry is confidential and must be used only for the purpose it is collected as pursuant to Texas Health and Safety Codes 92 and 773.113 and Texas Administrative Code (25 TAC 103.22).

4. Unauthorized disclosure of personally identifiable information is prohibited.

5. Any unauthorized disclosure of registry information may result in my losing the ability to access the Texas EMS/Trauma Registry System.

6. I agree not to share my Texas EMS/Trauma Registry System User ID, password or URL with any unauthorized users.

7. I verify that I am an authorized Texas EMS/Trauma Registry System user and I will use the security level assigned by the Texas Department of State Health Services.

8. I have read and agree to the terms on this Memorandum of Understanding and Confidentiality Statement.

Signatures of Agreement (all identified users must sign)

Signature Business Associate authorized personnel



Signature Business Associate authorized personnel



Signature Business Associate authorized personnel



Signature Business Associate authorized personnel



4. Entities
 identified below authorize the Business Associate named in this document to collect and submit the required pre-hospital and trauma data to the Texas EMS/Trauma Registry System as prescribed in the established Texas EMS/Trauma Registry System’s roles and privileges and in accordance with the Texas Health and Safety Codes 92 and 773.113 and Texas Administrative Code (25 TAC 103.22).  The entities listed below will document authorization for said Business Associate in their perspective Texas EMS/Trauma Registry Memorandum of Understanding and Confidentiality Statement – Entity that has been completed and filed with the Texas EMS/Trauma Registry Program. (A list of Entities may be attached to this document, include date and your signature on attached page)
     






     


  
Print Name of Entity
 



Date:       

     






     


  
Print Name of Entity
 



Date:       

     






     


  
Print Name of Entity
 



Date:       


     






     


  
Print Name of Entity
 



Date:       


     






     


  
Print Name of Entity
 



Date:       


     






     


  
Print Name of Entity
 



Date:       

	For Office Use Only
Staff Signature: _________________________________ 

Date Received: ________________
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April 28, 2003

Dear health care provider or reporting entity:

The Health Insurance Portability and Accountability Act (HIPAA) Privacy Standards (Privacy Standards) codified at 45 CFR, Parts 160 and 164, were implemented on April 14, 2003.  The Texas Department of State Health Services  (DSHS), Office of General Counsel has had an increasing influx of questions and concerns from: 

· our internal clients regarding their ongoing ability to perform essential public health, licensing and regulatory functions as well as our ability to monitor for grant and contract compliance; and 

· outside entities regarding whether they can comply with DSHS rules and contracts without violating HIPAA Privacy Standards.

These are valid concerns.  It was never the intention of HIPAA to impede the necessary and legitimate disclosure of protected health information (PHI) for these and certain other essential functions of DSHS, or to make it impossible for covered entities to comply with state laws and the federal regulatory requirements.  

The following is a brief summary of when a health care provider (that is a HIPAA covered entity) can use and disclose (PHI) to DSHS programs and offices, without the consent or authorization of an individual, and without violating HIPAA Privacy Standards.

The Privacy Standards were amended in August, 2002, to delete the requirement that a consent be obtained before a covered entity could disclose PHI for treatment, payment, and health care operations.  (45 CFR §§164.502 and 506)  This amendment allows HIPAA covered entities, who are DSHS grant recipients, or who deliver services that are paid for by DSHS administered programs, to use and disclose PHI to DSHS to comply with grant and funding source requirements.  For example, federal grants (including Medicaid, Title V, Title XX, Ryan White, CDC grants, and others) require the agency administering the grants to conduct quality monitoring, contract compliance monitoring, financial audits, and fraud and abuse prevention and detection.  These activities require a sub-recipient, contractor, or enrolled provider, to provide access to individual patient records.  Under the amended regulations the HIPAA covered entity may use or disclose PHI without the risk of the violating a HIPAA privacy standard.  In addition, these disclosures do not have to be documented by the covered entity under the Accounting for Disclosures provisions of 45 CFR §164.528.

The Privacy Standards have always contained exceptions to the requirement to obtain a consent or authorization of an individual before disclosing PHI for certain other purposes.  These exceptions are found in 45 CFR §164.512.  Under these exceptions a covered entity is permitted to use or disclose PHI to DSHS under the following circumstances:

§164.512(a)
USE OR DISCLOSURE REQUIRED BY LAW.  These are generally stated in rules that require specific entities to report a condition, disease or injury to DSHS on an ongoing and periodic basis.  Examples of this exception are: Cancer registry, reports of communicable disease and injuries, and vital statistics.

 §164.512(b)  USE AND DISCLOSURE FOR PUBLIC HEALTH ACTIVITIES.  This section permits covered entities to release private health information to a public health authority that is authorized by law to collect and receive information for preventing and controlling disease, injury, or disability.  This information includes reporting of; disease, injury, vital statistics like births, deaths, marriages, divorces, etc., public health investigations, and public health interventions.  Under this exception you are authorized to release information to DSHS, or other public health authorities.  Disclosure can be initiated by either the public health authority or by you, if it is for one of the above reasons.
§164.512(d)  USE AND DISCLOSURE FOR HEALTH OVERSIGHT ACTIVITIES.  This section permits covered entities to disclose private health information to a health oversight agency for oversight activities including audits, civil, administrative or criminal investigations, inspections, licensure or disciplinary actions, or other activities necessary for the oversight of the health-care system, government benefit programs, compliance with governmental regulation or compliance with civil rights laws.
§164.512(F)  USE AND DISCLOSURE FOR LAW ENFORCEMENT PURPOSES.  Section 164.512(f) permits disclosure of private health information to a law enforcement officer for certain law enforcement purposes.  
§164.512(j) USE AND DISCLOSURE TO AVERT A SERIOUS THREAT TO HEALTH OR SAFETY.  This section permits disclosure of private health information if a covered entity in good faith believes the disclosure is necessary to prevent or lessen a serious and imminent threat to the health or safety of a person or the public. The disclosure must be made to a person who is reasonably able to prevent or lessen the threat, or for identification and apprehension of an individual.
These are most of the reasons why DSHS collects and receives protected health information. It is important to understand that each of the laws that authorize DSHS to collect and receive this information also contain privacy and confidentiality provisions that limit how DSHS can further disclose or use the information.   Although DSHS, as the public health agency for the state of Texas releases information relating to the health and health status of Texans, this information is de-identified using standards that provide for the release of statistical level data only, or to researchers who have been approved by DSHS’ IRB or Privacy Board.   Individually Identifiable Health Information is not subject to disclosure by DSHS under the Public Information Act, except to the individual or someone acting on behalf of the individual. 

If you have additional questions that relate to your disclosure of PHI to DSHS, another public health authority, or to a contractor who has been delegated or designated by DSHS to act on DSHS’ behalf, you may direct your questions to me, at the above address, or by electronic mail to joan.bates@dshs.state.tx.us.

Sincerely, 

Joan Carol Bates

Assistant General Counsel

Office of General Counsel
SAMPLE BUSINESS ASSOCIATE CONTRACT PROVISIONS 
(Published in 57 Fed. Reg. 53264 (August 14, 2002))
Statement of Intent 

The Department provides these sample business associate contract provisions in response to numerous requests for guidance.  This is only sample language.  These provisions are designed to help covered entities more easily comply with the business associate contract requirements of the Privacy Rule.  However, use of these sample provisions is not required for compliance with the Privacy Rule.  The language may be amended to more accurately reflect business arrangements between the covered entity and the business associate. 

These or similar provisions may be incorporated into an agreement for the provision of services between the entities or they may be incorporated into a separate business associate agreement.  These provisions only address concepts and requirements set forth in the Privacy Rule and alone are not sufficient to result in a binding contract under State law. They do not include many formalities and substantive provisions that are required or typically included in a valid contract.  Reliance on this sample is not sufficient for compliance with State law and does not replace consultation with a lawyer or negotiations between the parties to the contract. 

Furthermore, a covered entity may want to include other provisions that are related to the Privacy Rule but that are not required by the Privacy Rule.  For example, a covered entity may want to add provisions in a business associate contract in order for the covered entity to be able to rely on the business associate to help the covered entity meet its obligations under the Privacy Rule.  In addition, there may be permissible uses or disclosures by a business associate that are not specifically addressed in these sample provisions, for example having a business associate create a limited data set.  These and other types of issues will need to be worked out between the parties. 


Sample Business Associate Contract Provisions1 

Definitions (alternative approaches) 

Catch-all definition: 

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the Privacy Rule. 

Examples of specific definitions: 

a. Business Associate.  "Business Associate" shall mean [Insert Name of Business Associate]. 

b. Covered Entity.  "Covered Entity" shall mean [Insert Name of Covered Entity]. 

c. Individual.  "Individual" shall have the same meaning as the term "individual" in 45 CFR § 164.501 and shall include a person who qualifies as a personal representative in accordance with 45 CFR § 164.502(g). 

d. Privacy Rule.  "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 CFR Part 160 and Part 164. 

e. Protected Health Information.  "Protected Health Information" shall have the same meaning as the term "protected health information" in 45 CFR § 164.501, limited to the information created or received by Business Associate from or on behalf of Covered Entity. 

f. Required By Law.  "Required By Law" shall have the same meaning as the term "required by law" in 45 CFR § 164.501. 

g. Secretary.  "Secretary" shall mean the Secretary of the Department of Health and Human Services or his designee. 

Obligations and Activities of Business Associate 

a. Business Associate agrees to not use or disclose Protected Health Information other than as permitted or required by the Agreement or as Required By Law. 

b. Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by this Agreement. 

c. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Agreement.  [This provision may be included if it is appropriate for the Covered Entity to pass on its duty to mitigate damages to a Business Associate.] 

d. Business Associate agrees to report to Covered Entity any use or disclosure of the Protected Health Information not provided for by this Agreement of which it becomes aware. 

e. Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of Covered Entity agrees to the same restrictions and conditions that apply through this Agreement to Business Associate with respect to such information. 

f. Business Associate agrees to provide access, at the request of Covered Entity, and in the time and manner [Insert negotiated terms], to Protected Health Information in a Designated Record Set, to Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the requirements under 45 CFR § 164.524.  [Not necessary if business associate does not have protected health information in a designated record set.] 

g. Business Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR § 164.526 at the request of Covered Entity or an Individual, and in the time and manner [Insert negotiated terms]. [Not necessary if business associate does not have protected health information in a designated record set.] 

h. Business Associate agrees to make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of, Covered Entity available [to the Covered Entity, or] to the Secretary, in a time and manner [Insert negotiated terms] or designated by the Secretary, for purposes of the Secretary determining Covered Entity's compliance with the Privacy Rule. 

i. Business Associate agrees to document such disclosures of Protected Health Information and information related to such disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR § 164.528. 

j. Business Associate agrees to provide to Covered Entity or an Individual, in time and manner [Insert negotiated terms], information collected in accordance with Section [Insert Section Number in Contract Where Provision (i) Appears] of this Agreement, to permit Covered Entity to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR § 164.528. 

Permitted Uses and Disclosures by Business Associate 

General Use and Disclosure Provisions [(a) and (b) are alternative approaches] 

a. Specify purposes: 

Except as otherwise limited in this Agreement, Business Associate may use or disclose Protected Health Information on behalf of, or to provide services to, Covered Entity for the following purposes, if such use or disclosure of Protected Health Information would not violate the Privacy Rule if done by Covered Entity or the minimum necessary policies and procedures of the Covered Entity:
[List Purposes]. 

b. Refer to underlying services agreement: 

Except as otherwise limited in this Agreement, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Covered Entity as specified in [Insert Name of Services Agreement], provided that such use or disclosure would not violate the Privacy Rule if done by Covered Entity or the minimum necessary policies and procedures of the Covered Entity. 

Specific Use and Disclosure Provisions [only necessary if parties wish to allow Business Associate to engage in such activities] 

a. Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate. 

b. Except as otherwise limited in this Agreement, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate, provided that disclosures are Required By Law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached. 

c. Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information to provide Data Aggregation services to Covered Entity as permitted by 42 CFR § 164.504(e)(2)(i)(B). 

d. Business Associate may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with § 164.502(j)(1). 

Obligations of Covered Entity 

Provisions for Covered Entity to Inform Business Associate of Privacy Practices and Restrictions [provisions dependent on business arrangement] 

a. Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy practices of Covered Entity in accordance with 45 CFR § 164.520, to the extent that such limitation may affect Business Associate's use or disclosure of Protected Health Information. 

b. Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, to the extent that such changes may affect Business Associate's use or disclosure of Protected Health Information. 

c. Covered Entity shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information that Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the extent that such restriction may affect Business Associate's use or disclosure of Protected Health Information. 

Permissible Requests by Covered Entity 

Covered Entity shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Covered Entity.  [Include an exception if the Business Associate will use or disclose protected health information for, and the contract includes provisions for, data aggregation or management and administrative activities of Business Associate]. 

Term and Termination 

a. Term.  The Term of this Agreement shall be effective as of [Insert Effective Date], and shall terminate when all of the Protected Health Information provided by Covered Entity to Business Associate, or created or received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is infeasible to return or destroy Protected Health Information, protections are extended to such information, in accordance with the termination provisions in this Section.  [Term may differ.] 

b. Termination for Cause.  Upon Covered Entity's knowledge of a material breach by Business Associate, Covered Entity shall either: 

1. Provide an opportunity for Business Associate to cure the breach or end the violation and terminate this Agreement [and the _________ Agreement/ sections ____ of the ______________ Agreement] if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity; 

2. Immediately terminate this Agreement [and the _________ Agreement/ sections ____ of the ______________ Agreement] if Business Associate has breached a material term of this Agreement and cure is not possible; or 

3. If neither termination nor cure is feasible, Covered Entity shall report the violation to the Secretary. 

[Bracketed language in this provision may be necessary if there is an underlying services agreement.  Also, opportunity to cure is permitted, but not required by the Privacy Rule.] 

c. Effect of Termination. 

1. Except as provided in paragraph (2) of this section, upon termination of this Agreement, for any reason, Business Associate shall return or destroy all Protected Health Information received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate. Business Associate shall retain no copies of the Protected Health Information. 

2. In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction infeasible.  Upon [Insert negotiated terms] that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Agreement to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information. 

Miscellaneous 

a. Regulatory References.  A reference in this Agreement to a section in the Privacy Rule means the section as in effect or as amended. 

b. Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy Rule and the Health Insurance Portability and Accountability Act of 1996, Pub.  L. No. 104-191. 

c. Survival.  The respective rights and obligations of Business Associate under Section [Insert Section Number Related to "Effect of Termination"] of this Agreement shall survive the termination of this Agreement. 

d. Interpretation.  Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the Privacy Rule. 


1 Words or phrases contained in brackets are intended as either optional language or as instructions to the users of these sample provisions and are not intended to be included in the contractual provisions. 
HHS Home | OCR Home | Topics | A-Z | For Kids 
Disclaimers | Privacy Notice | FOIA | Accessibility | Contact Us 
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Agreed to and signed on this ____day of the ___month in the year _____ by


______________________ 		______________________________


(entity personnel name)	      AND	(business associate personnel name)


of ____________________ 		of ____________________________


(entity name)					(business associate name)


__________________________		_________________________________


(entity personnel signature)		(business associate personnel signature)











� Business Associate – for the purpose of this document a Business Associate is an entity that handles individually identifiable health information on behalf of a HIPAA –covered entity to perform specific types of functions, such as data analysis and aggregation. 





� Entities –  For the purpose of this document an Entity is defined as a pre-hospital provider and/or hospital.
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