VITAL RECORDS
SECURITY
INTERVENTION.....

ARE YOU PREPARED?

Presented by:
Georgia Cartwright



Objectives

- Know expectations of VSU regarding security of VSU
records

- Assess your local security for your local records
- Discuss ‘Best Practices’ for paper security

- Discuss critical aspects of office security

- Planning for the future of your records

- Look at options to help plan for the unexpected






SECURITY OF VSU RECORDS

-our responsibilities to ensure a secure relationship



Our Responsibilities

Retiring and/or Terminated

Newly Hired Employees Employees

- Background Check - Remove Access to local

_ . “in house” applications
- TER Confidentiality and

Non-Disclosure Statement | ° Disable access to TER

- VSU Request for - Revoke access to the

Computer Access and Remote Access System
Confidentiality Statement

- Local Registrar
Confidentiality Agreement




SECURITY OF LOCAL
RECORDS

- The aspects of security for the physical records



Local Responsibilities

Paper Records

- Kept in a secure area,
away from the public.

- Should be available only
to employees who are
assigned to Vital Records
Issuance.

- Should be kept in a
‘pest free’ area.

Digital Records

- Should be on a regular

'‘back-up’ schedule to
ensure records are not
lost.

- Should be kept on a

secure server with limited
access.



LET'S TALK ABOUT
RECORD ISSUANCE

-Applications, Security Paper, Paper Logs and beyond



Record Issuance

- The application, itself
- Security Paper

- Security Paper Log



THE APPLICATION

- processing to storage



L
The Application for Issuance

- Contains sensitive information that must be protected

- Where are your processed applications kept?
- Afiling cabinet, perhaps?
* Does the cabinet lock?
* Is it locked daily?

- How long will you keep your completed applications?

- Where do you store your processed applications?
* Is it a secure location?



SECURITY PAPER

- a “Must Have’.



L
Security Paper

- All security paper must meet State VSU requirements, as
described in TAC 181.28(c).

- Consider your paper size options.
- Statute does not require that you have three paper sizes.

* For security purposes, we have elected to issue birth and
death records on one size of paper.....8 1/2 X 14

- Easier tracking, less risk
- Consecutive numbering Is critical.

- Inspect each package of security paper
« Check that consecutive numbering is correct.
 Printer errors in numbering happen
» Missing numbers occur as well.
* In our office, this is a two-person process.



THE PAPER LOG

-Make tracking easy



L
The Security Paper Log

- Document Security Log information — found in the Local
Registrar Handbook

* What information is required?
(Control #, Birth or Death, Void?, date issued, clerk who issued)
« A“Comments” field is also very helpful on this log.
« Can be anything from a manual log to an electronic logging system.

- Tarrant County’s Paper Log
« Set up on SharePoint so that all team members can access easily.
« Clerks are required to enter the issuance information into the log at time of
issuance.
« This reduces errors and assists us in our daily audit of security paper.

+ Tarrant County’s Paper Logs are backed up annually and are retained in
accordance with application retention requirements.
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OFFICE SECURITY

- Is your office REALLY secure?



(NO ENTRANCE |

AUTHORIZED
|PERSONNEL ONLY




Office Entrance

- Who is allowed to enter your office?
- ldentification Badge required
* Electronic Badge Access
- Key Access

- Do you share your office space with other departments?
- Are there windows in your office? Protective bars?

- Do you have an alarm system?
* Who knows the alarm code?

- When does the cleaning crew come to your office?

* During the day while Vital Records staff is present?
* Do they have “after hours” access?






L
Employee Security

- How will your team members contact you in an
emergency?
 Panic Buttons
- Law Enforcement close by

- Do they have access to emergency notification?
- Angry customer...... what if it escalates?

- Money handling



RECORDS
PRESERVATION

- From old to new. Planning for a secure future.



How long do they last?

MEDIA LIFE EXPECTANCY

1. Paper 300-500 years

2. Microfilm 50-100 years

3. CDs Digital 2-10 years



Records Preservation

- There Is a need to preserve our records to ensure they will be
available for years to come.

- Records should be retained according to the Texas State
Library and Archive Commission Retention Schedule.
- Birth Records — Permanent Retention
- Death Records — Permanent Retention
- Marriage Records — Permanent Retention

- The Tarrant County Clerk’s Office began digitizing records in
2003.

- In 2005, The County Clerk’s Office began scanning our
historical books.

- Preservation of historical and permanently retained records is
ongoing.



Preservation of Documents

In 2006, the County Clerk’s Office began the task of restoring and
preserving our volume books. This includes cleaning, de-acidification
and encasing each page in a protective cover.




CONTINUITY PLANNING

- Now what?



Disasters Happen




So what's the plan?

- Are you prepared for a natural disaster?
* A flood: nothing should be stored on the floor.

- Are you records stored in one location?
- Consider off-site storage

- Can you conduct business from an alternate location?

- Is your alternate location ready to go?
(Computers, Network connection, telephones, etc.)



QUESTIONS?

Thank you for your participation!!



Contact Information

Georgia Cartwright
Vital Records Manager
Tarrant County Clerk’s Office
200 Taylor Street, Suite 301
Fort Worth, Texas 76196
817-884-3673
gpcartwright@tarrantcounty.com
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