Security

Local Administrator Function

— To add or remove TER users

Assign User ID & Password

— Reset password

Assign User Location

Assign User Processes
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User Security Maintenance

In order to gain access to TER, a user profile must be created and maintained for each
user within User Security Maintenance. A user’s profile determines the menus and
processes that are available to that user within TER.

TER provides the capability for the TDSHS system administrator to maintain the user
profiles. Each user profile shall at minimum contain the following data elements:

a) User ID (mandatory)

b) User Password (mandatory)

c) User Name (mandatory)

d) User Title (mandatory)

e) User Phone Number (mandatory)
f) Department

g) Email Address

h) Manager Name

i) Manager Phone

j) Special Permissions

The User ID field must be unique for each user profile.
TER will allow the Administrator to
« add new users,
 find existing users,
«+ delete existing users,
« update all user information except for the user 1D,
« assign specific application processes to a user’s profile, and

. designate specific locations available to the user at logon and designate
each user as any of the following: Local Admin and Not Admin.

TER will require that each new user be assigned to at least one location (facility, office,
etc.). Being assigned to a location means that the user is limited to accessing birth
records associated with that location. Birth records added by the user when logged in at
a location are associated with that location. A user who is associated with more than
one location must specify the location to be accessed as part of the login process. A user
with a single location will not need to specify a location in the login process.

TER provides a pick list of all available distinct processes in the system and allows any
individual process to be added to an individual user’s profile. If a user has a process in
his or her profile, the corresponding menu and tool-bar option to access that process will
appear for that user when they log in and access the appropriate menu. If a process is
not included in the user’s profile, the menu and toolbar option to access that process will
not appear for that user.
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Role of TER Local

Administrator
o Set-up by Vital Statistics (Austin)
* Local administrator is usually supervisor

* Responsible for assigning user IDs & passwords
to new and current users

» Responsible for removing or replacing user
information in TER

 Log in: select Security / User Maintenance
* Assigns location @

[ Security Librafy Maintenand
* AssIgns processes @ User Maintenance
Group Maintenance

Adding or Removing TER Users

Local administrator
logs into TER.

= e
Toadd orremove a |  Processing | Security Utilities Window Help

user, choose B R
Security from main http://WwWW. |

menul. Group Maintenance

Choose User
Maintenance
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User Setup or Removal

TO add a —_ User Edit Window

#User Maintenance, INHOUSE TEXAS DEPARTMENT OF HEALTH - KTODD

Help

—r=R D oen Hioa

new user,
click “New”

User D:

— passwors [ Security

Special Permissions

IcCOoNn for D Usier Namme & Not an Administrator
i © Local Administrator
b | an k SC re e n © Systern Administratar

ProneNumoer [ N\.‘r,',
I” Fee Allocation Indicator

Agency Name

=]
Department Sam

E-mail Address

To remove a Maragorame [
anager Phone I—

user, select Haneger e

user, then Current Users

Select the CUSERNAME CPHONENUMEER CAGENCYNAME
. E ) ERI Z \ d
1] ”
Delete ICOn, — _’JOLETI’ ORPHETTALETT REVIEWER 2558 BYS
JAEERR‘( ALFRED BERRY REVIEWER 3390 BYS
JJESSEN\A JESSENIA JIMENEZ BIRTH REGISTRAR (356) 389-1713 WVALLEY BAPTIST ME
x JAKOWALSK\ AMNETTE KOWALSK PROCESSING SPECIALIST 5124587111X2575 VITAL STATISTICE
L J MPECHE MILLIE PECHE PROCESSING SPECIALIST 5124587111X2660 VITAL STATISTICE
J LTSMITH LATHRESIEA SMITH PROCESSING SPECIALIST 5124567111X2536 VITAL STATISTICS
h SAV E J BSELLARS BREAMN SELLARS PROCESSING SPECIALIST 5124567111X6595 VITAL STATISTICS
t e n . ‘ALARA ANNETTE LARA PROCESSING SPECIALIST 5124567111X2562 YITAL STATISTICS 'j
all .

New User Setup

For new user “Ann
Example”, type user

Umﬁd&_‘mndwm
LRBELXSOANLOE

User ICt PE);:-MFLE Pasword: [W Secu rity

name “AEXAMPLE” | ma—

Type a password that is at
least 8 characters long,
including alpha and
numeric — “ANO1EXAM”
and re-type to verify.

The password CANNOT
start or end with a number.

Marsager Name

Manager Fhana

Current Users

CPHOMENUMEER CAGENCYHAME
H A

2558 BVS

FEVIEWER
REVIEWER 3380 BVE
BIRTHRECISTRAR (356) 3831713 WALLEY BAPTIST ME
ARCWALER] C B1ZABBPINIE 7S VITAL ETATETICS
MPECHE 5124567111%2668 WITALETATIETICS
LTEMITH B12ABB7ITIR36 VITAL ETATETICS
BSELLARS 5124587111XB535 WITALSTATIETICS
I .llu\u,\ STPARRINTINTAE? WITAL STATESTICS 'J
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ew User Setup

er Maintenance, INHOUSE TEXAS DEPARTMENT OF HEALT)

User Edt Window Help
JRBEDXxHOH WL 0D

Type new user’s
basic information,
follow this general
format.

UseriD:  [AEHAMPLE Password: [~ security
User Name ﬁﬁ EXAMPLE 7 Mot an Administrator

THHE [GIRTH REGISTRATION

T System Administrator
I Fiew Allocahon inchcaton

Choose “Not an
Administrator”

CPHONENUMBER CAGENCYHNAME

OEFHETTALETT

ABERFCY ALFRED BERFY

JESSEMLS JESSENIA JIMEMEZ

ARCIWALSEI E KEWVALSE HPI 1575 WVITAL STATISTICS
MPECHE E 5124587111x2668 WVITALSTATIETICS
LTSMITH LATHRESIEA SMITH PROCESSING 5 5124507111256 WVITAL STATISTICS
BEELLARS BREAMM SELLARS PROCESSING £ £124587111%6595 WITAL STATIETICE
ALARA ANNETTE LARA FROCESSING SPECIALIST B1Z45HT11 10562

VITAL STATETICS 'd

ew

ser Setup: Location

HOUSE TEXAS DEPARTMENT OF HEALTH - KTODD
User Edit Window Help

EEREE O I

BriD:  JAEXAMPLE

i User Maintenan

Passwaord: ,— Security

Assign a location

Location icon

by clicking on the

Special Permissions
A

User Name ,W
Tite [BRTHREGISTRATION
Phane Number ,W
Agency Name ,m
Department ,m
E-mail Address ,m
Manager Name
Manager Phone ,7

& Not an Administrator
€ Local Administrator
 System Administrator

I~ Fee Allocation Indicator

Current Users

CUSERID | CUSERNAME |cTITLE |[CPHONENUMBER | CAGENCYNAME =2l
| |[REDGEHILL  RUTHEDGEHILL BIRTH REGISTRATION (713) 4565717 MEMORIAL HERMAN
| |TCERVANTES  TAMMY CERVANTES BIRTH REGISTRATION (713) 7046048 MEMORIAL HERMAN
| |Tomy TOM YOUNG PROJECT MANAGER 717-802-0518 GENESIS

A PLE 512-555-1212 GENERAL HO:
| [CPHILLEY CYNTHIAPHILLEY HIM COORDINATOR: 281 477-1605 METHODIST WILLOY
DE SHANNON JACILDO TER ADMINSTRATOR (281) 897-3174 CYPRESS FAIRBANK
| |sARAG SARA GARCIA BIRTH CERTIFICATE SPECIALST 872-407-6475 BAYLORMED.CTRA

MARWOOD  MARGARETWOOD LOCAL REGISTRAR 4 BROWN COUNTY L
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New User Setup: Location

Location Maintenance. INHDUSE TEXAS DEPARTHMENT OF HEALTH - KTODD

Location Window Help

Choose and
highlight your
facility from

the list of
locations on
the left.

Click the right
arrow to move
selection to User
Location, and

then click save.

Security
Location

Locations

User Location

BROOK ARMY MEDICAL CENTER
BROWNFIELD REGIONAL MEDICAL CENTER
BROWNSVILLE MEDICAL CENTER
BROWNSVILLE SURGICAL HOSPITAL LLC
BROWNWOOD REGIONAL MEDICAL CENTER
BSA PANHANDLE SURGERY

CAMPBELL HEALTH SYSTEM

CASADE NACIMIENTO

CECIL RBOMAR REHABILITATION CENTER
TIZA HILLS BIRTHING CENTER
CENTENMIAL MEDICAL CENTER

CENTRAL TEXAS HOSPITAL

CENTRAL TEXAS MEDICAL CENTER
CHILDBIRTH SERVICES

CHILDRENS MEDICAL CENTER OF DALLAS
CHILDRESS REGIONAL MEDICAL CENTER
CHILLICOTHE HOSPITAL

CHRISTUS JASPER MEMORIAL HOSPITAL
CHRISTUS SANTAROSA CHILDREN'S HOSPITAL
CHRISTUS SANTAROSA HOSFITAL
CHRISTUS SANTAROSA MEDICAL CENTER
CHRISTUS SPOHN HOSPITAL ALICE
CHRISTUS SPOHN HOSPITAL BEEVILLE
CHRISTUS SPOHN HOSPITALKLEBERG
CHRISTUS SPOHN HOSPITAL MEMORIAL
CHRISTUS SPOHN HOSFITAL SHORELINE
CHRISTUS SPOHN HOSFITAL SOUTH
CHRISTUS ST JOHN HOSFITAL

CENTRAL TEXAS HOSPITAL

—_—

4l |

]

New User Setup: Processes

Ft Location Maintenance, INHOUSE TEXAS DEPARTMENT OF HEALTH - KTODD

Lucatwimdnw Help

Hwll @@
Choose the
Processes
icon from

this screen
OR the
previous
information
screen

Locations

User Location

BROOK ARMY MEDICAL CENTER
BROWNFIELD REGIOMAL MEDICAL CENTER
BROWNSVILLE MEDICAL CENTER
BROWNSVILLE SURGICAL HOSPITAL LLC
BROWNWOOD REGIONAL MEDICAL CENTER
BEA PANHANDLE SURGERY

CAMPBELL HEALTH SYSTEM

CASA DE NACIMIENTO

CECIL R BOMAR REHABILITATION CENTER
CENIZAHILLS BIRTHING CENTER
CENTENNIAL MEDICAL CENTER

CENTRAL TEXAS HOSPITAL

CENTRAL TEXAS MEDICAL CENTER
CHILDEIRTH SERVICES

CHILDRENS MEDICAL CENTER OF DALLAS
CHILDRESE REGIOMNAL MEDICAL CENTER
CHILLICOTHE HOSPITAL

CHRISTUS JASPER MEMORIAL HOZPITAL
CHRISTUS SANTA ROSA CHILDREN'S HOSFITAL
CHRISTUS SANTA ROSA HOSFITAL
CHRISTUS SANTA ROSA MEDICAL CENTER
CHRISTUS SPOHN HOSPITAL ALICE
CHRISTUS SPOHN HOSPITAL BEEVILLE
CHRISTUS SPOHN HOSPITAL KLEBERG
CHRISTUS SPOHN HOSPITAL MEMORIAL
CHRISTUS SPOHN HOSPITAL SHORELINE
CHRISTUS SPOHN HOSPITAL SOUTH
CIHRISTUS ST JOHNHOSPITAL |
“

CENTRAL TEXAS HOSPITAL
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New User Setup: Processes

Using the
same steps as
Location,
choose
security
processes
appropriate for
your staff.

This example —
shows both
hospital AND
local registrar

% Process Maintenance, INHOUSE TEXAS DEPARTHMENT OF HEALTH - KTODD

Process Window Help

Security
Processes Groups and Processes Processes Assigned

Security = Security
B Groups &~ Groups
2 AAIBCLK MBCHENEY) BirthCertifierSCHENEY)
¥} AAI(SCHENEY) BIRTHCLERK HOSP(SCHENE
3 AAIISCHENEY) HospitalReports(SCHENEY)
£ BirthCertifier(SCHENE'Y)
¥} BIRTHCLERK HOSP(SCHEMEY)
¥} BIRTHFACILITYINQUIRY{SCHENE™Y)

i BUMC{JRUDD) /
) CENTRALADOPTIOMPROWDMN(SCHENEY,
-
l
t
)
l
t
)

B

NEY
LocakHnguin/(SCHENEY)
Luca\RegC\erk(SCHENEY)

COUNTY/LOCALREGISCHENEY)
COUNTYLOCALCLERKS(SCHENEY)
Data Quality Clerks(SCHENEY)
DATAENTRYUNIT(SCHENEY)
DATA-QUALIT-TEAM-LEAD{SCHENEY)
GEOCODER(SCHENEY)
~  HospitalRepons(SCHENEY) {
-~y LocalAdminHosp(SCHENEY)
) LocalCertifier(SCHENEY)
. LocaHnguir{SCHENEY)
4] LocalRegClerk(SCHENEY)
) LocalRegistrarReports(SCHEMEY)
- LOOKURONLY(SCHENEY)
f-o MANAGEREXECUTIVE(SCHENEY)
3 MANAGER/EXECUTIVE/ASSISTANT(SCHENE
) REC/REC/SUPERVISOR(SCHENEY)
) RECORDS/UNIT(SCHENEY) -
| o

Assign Processes i

Security
Processes

HOSPITAL

Groups and Processes Processes Assigned
Birth Cert(HNELSON) - Securlly
Bith CertficationRROUNTREE] - G

fmh Cert (HNELSOMN)

; %themher(SCHENEY)

IRTHCLERK. HOSP(SCHENEY)

Birth Certifier(RROUNTREE)

\/bmh clerk(TTITSWORTH)

‘/Emh RegistrarRROUNTREE)

‘/EthemﬂerSCHENEY}

‘/EIRTHCLERKHOSP(SCHENEYJ
BIRTHFACILITYINQUIRY[SCHENEY) s Single FrOCESEE

- BUMC[IRUDD)

- CENTRALADOPTIOMPROWAOMIM{SCHENEY

F-- CertifierMFH)

e Cetifier{SBLESSING) »

[ cem |er('|'|' ITSWORTH)

eI e = T R W= =)
- - B
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Assign Processes
LOCAL REGISTRAR

Process Window Help

Security

Processes Groups and Processes Processes Assigned

B jean(JBALEN) 5 Security

- LCMC{DUNMORE) Bl G

B LLABORDE(PWILLIAMS) <~ tacalAdminHosEESCHENEﬁ >

f-- Local AdministratoriRROUNTREE) LocalCertifier(sCHENEY)

B LocalddminHosp(SCHENEY) ocalFRegClerk(SCHENEY)

Bl LocalCertifier(SCHEMEY) =5 ---‘ADcalReg\strarRepoﬂs(SCHENEY}
Loca-nquiny(SCHENEY) o b ADHOCREPORTS - USER

@ LocalRegClerk{SCHENEY) > CERTIFIED BY CERTIFIER

[ \/ LocalFegistrarFeports(SCHENEY) FACILITY DELIMQUENT RECORD LIST

@ LOOKURAONLY(SCHENEY) HOSPITAL AFFIDAVIT FREQUENCY REPO

@ Lovers Lane Birh Center(DWARANCH) e NEWBORN ADMISSIONS LIST

B MANAGEMENT(KIMCATHRINER) > OPERATOR PRODUCTIVITY REFORT

[ MANAGEREXECUTIVE(SCHENEY) -~ PRINTER SETUP

e MANAGEREXECUTIVE/ASSISTANT{SCHENE - UNCERTIFIED RECORDS By CERTIFIER

B MCNTE(RWEBE) - UNRESOLVED BIRTH RECORDS

g~ medical center of lewisville(TRARKUERS) e |JSER PARAMETERS

gl medical records{DREMFRO) 4 Smgle Processes

[ MEMOR\AL HERMANN(TCERVANTES)

User Setup

a0 User Maintenance. INHOUSE TEXAS DEPARTMENT OF HEALTH - KTODD -
User Edit Window Help

T ERES T L

Remember to T passors: [ Security

save new user or Specia Permissions

User Name ,W & Not an Administrator
d e |ete d u Se r  Local Administrator
. Tl [BIRTH REGISTRATION

 System Administrator

Phaone Number 555~ \
912-655-1212 I™ Fee Allocation Incicatar &

E Agency Name |GENERAL HOSPITAL
|-
> (=]
Save

Department |EIRTH REGISTRATION

E-mail Address [AEXAMPLEGGENHOSP COM
Manager Name
The new user will Wanager Pone

appear under the
“Current User” grld._ SEE AR
The deleted user will|——% | = SRPrETAETT

Current Users

CPHONENUMBER

CAGENO(NAME

2856 BYS
be removed when | |ABEFRY ALFRED BEFRY FEVIEWER 3390 BVS
JJE‘S‘SEN\A JESSENIA JMENEZ BIRTH REGISTRAR (956) 389-1713 WALLEY BAPTIST ME
| [AKOWALSKI  ANNETTE KOWALEKI PROCESSING SPECIALIST 5124587111%2675 VITAL STATISTICS
deleted. }(’ | |MPECHE MILLIE PECHE PROCESSING SPECIALIST 5124587111X2868 VITAL STATISTICS
[LTSMTH LATHRESIEA SMITH PROCESSING SPECIALIST S124RA711IXZE36 ITALSTATISTICS
HEELLARE BREANN SELLARE FROCESSING SPECIALIST B12458711165495 VITAL STATETICS
[ALARa ANNETTE LARA PROCESEING SPECIALIST 5124587112562 VITALSTATISTICS |
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