Department of State Health Services

(formerly Texas Department of Health)

Security Policies

End User Security Practices
Acceptable Use
1. A signed Confidentiality Agreement is required for individuals accessing Department of State Health Services’, (DSHS), information resources prior to granting access.
2. End users must report any weaknesses in DSHS computer security, any incidents of possible misuse or violation of the Confidentiality Agreement to the proper authorities by contacting the appropriate management.
3. End users must not attempt to access any data or programs contained on DSHS systems for which they do not have authorization or explicit consent.
4. End users must not divulge Dialup or Dial back modem phone numbers to anyone. 
5. End users must not share their DSHS account(s), passwords, Personal Identification Numbers (PIN), Security Tokens (i.e. Smartcard), or similar information or devices used for identification and authorization purposes.
6. End users must not purposely engage in activity that may circumvent DSHS computer security measures. 
7. End users must not download, install or run security programs or utilities that reveal or exploit weaknesses in the security of a system. For example, end users must not run password cracking programs, packet sniffers, port scanners or any other non-approved programs on DSHS Information Resources.
8. End users must not allow family members or other unauthorized persons to access DSHS computer systems.
9. End users must not otherwise engage in acts against the aims and purposes of DSHS as specified in its governing documents or in rules, regulations and procedures.
Confidentiality
1. Confidential information shall be accessible only to authorized end users. Information containing any confidential data shall be identified, documented, and protected in its entirety. 
2. Information resources assigned from DSHS to the organization shall be protected in accordance with the conditions specified in the agreements between the parties.
Encryption
1. Encryption for storage and transmission of information shall be used based on documented agency security risk management decisions.
2. All sensitive DSHS material transmitted over external networks should be encrypted.
  Identification/Authentication

1. Each end user of information resources shall be assigned a unique identifier. End user identification shall be authenticated before the information resources system may grant that end user access. 
2. An end user's access authorization shall be appropriately modified or removed when the end user's employment or job responsibilities within the organization change. 
3. Information resources systems shall contain authentication controls that comply with documented agency security risk management decisions. 
4. Information resources systems, which use passwords, shall be based on industry best practices on password usage and documented agency security risk management decisions. 
5. For electronic communications where the identity of a sender or the contents of a message must be authenticated, the use of digital signatures is encouraged. 
Network Access
1. All remote access to DSHS will be either through an approved modem pool or via an Internet Service Provider (ISP). In either case, only DSHS approved protocols are to be used.
2. End users must not extend or re-transmit network services in any way. The installation of a router, switch, hub, or wireless access point to the DSHS network without DSHS IRM, or designee, approval is prohibited.
Password
1. All passwords, including initial passwords, must be constructed and implemented according to the following DSHS IR rules:
a. It must be routinely changed 
b. It must adhere to a minimum length as established by DSHS IS 
c. It must be a combination of alpha and numeric characters 
d. It must not be anything that can easily be tied back to the account owner such as: end user name, social security number, nickname, relative's names, birth date, etc.  It must not be dictionary words or acronyms 
2. Stored passwords must be encrypted.
3. End user account passwords must not be divulged to anyone. DSHS IS and IS contractors will not ask for end user account passwords.
4. Security tokens (i.e. Smartcard) must be returned on demand or upon termination of the relationship with DSHS.
5. If the security of a password is in doubt, the password must be changed immediately.
6. Administrators must not circumvent the Password Policy for the sake of ease of use.
7. End users cannot circumvent password entry with auto logon, application remembering, embedded scripts or hard-coded passwords in client software.  Any exceptions must be granted by DSHS.
8. Computing devices must not be left unattended without enabling a password-protected screensaver or logging off of the device.  
9. In the event passwords are found or discovered, the following steps must be taken:
a. Take control of the passwords and protect them 
b. Report the discovery to the DSHS Help Desk 
c. Transfer the passwords to an authorized person as directed by the DSHS Help Desk  

Portable Computing
1. Only DSHS approved portable computing devices may be used to access DSHS Information Resources.
2. Portable computing devices must be password protected.
3. DSHS data should not be stored on portable computing devices. However, in the event that there is no alternative to local storage, all sensitive DSHS data must be encrypted using approved encryption techniques.
4. DSHS data must not be transmitted via wireless to or from a portable computing device unless approved wireless transmission protocols along with approved encryption techniques are utilized.
5. All remote access to DSHS must be either through an approved modem pool or via an Internet Service Provider (ISP). 
6. Non-DSHS computer systems that require network connectivity must conform to DSHS IS Standards and must be approved in writing by the DSHS.
Virus Detection and Malicious Code
1. Workstations connected to the DSHS network will use virus protection software. Exceptions must be approved by DSHS.
2. The virus protection software will be enabled and active.
3. The settings for the virus protection software shall be maintained in a manner to ensure the effectiveness of the software.
4. The automatic update frequency of the virus protection software will be maintained to ensure the effectiveness of the anti-virus protection.
5. Every virus that is not automatically cleaned by the virus protection software constitutes a security incident and must be reported to the proper authorities by contacting the appropriate management
