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Texas Department of State Health Services
Laboratory Services Section

Newborn Screening Web Based Systems Manual

April 2009

Version 1.3

This manual has been developed to assist facilities in accessing and using the NBS Web Based
System. Please feel free to share feedback and comments on ways we can improve this guidance
tool or the system in general.
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I. INTRODUCTION

The Department of State Health Services (DSHS) Laboratory has implemented new applications
in order to provide faster and more accurate demographic data entry and faster reporting of final
test results to health facilities submitting NBS specimens. The program is offering a web-based
system (WEB) providing twenty-four hour access and direct HL7 file transfer options. Brief
overviews of the applications are supplied below.

NBS Demographic Data Entry at Submission Site (WEB)

Via a secure website, https://dshsnbsweb.dshs.state.tx.us, your facility will be able to enter and
submit all specimen demographic information currently written on collection cards. After
completion, you will then print a label to attach to the specimen collection card prior to mailing.

Online Viewing of Final Results (WEB)

Via a secure website, https://dshsnbsweb.dshs.state.tx.us, your facility will be able to view and
print results on all specimens submitted. With appropriate identifying information, primary care
providers will also be able to print first screen results on infants that are now in their care.

Direct HL7 File Transfer of Demographic Information and Final Results (HL7)

If your facility currently utilizes HL7 file transfer, our vender will work with you to configure
files for transfer of demographic information from your facility to ours, and to accept HL7 files
of final results.

This manual will provide detailed instructions on accessing and utilizing the WEB components
noted above. A separate instruction manual will be provided for facilities using the HL7 file
transfer application.

II. CONTACT INFORMATION

The NBS Contact List (Appendix A) is provided to assist with questions regarding the Newborn
Screening Program.

If you encounter any difficulties with accessing the WEB applications, please contact the DSHS
Laboratory Application Support area via email at LabAppSupport@dshs.state.tx.us.

For any other questions and/or comments, you may contact Susan Hoffpauir at 1-888-963-7111
ext. 6030 or email the DSHS Laboratory at Lablnfo@dshs.state.tx.us.

I1l. NECESSARY EQUIPMENT/SUPPLIES
PRINTERS

A label printer is required to print the labels that will be attached to the NBS card. Three label
printers that have passed testing with these applications are:
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1. Zebra LP2824
2. DYMO LabelWriter 400 Turbo
3. Brother P-touch QL-5000

If you are using the Web application, you will need to configure your internet browser to allow
label printing. Depending on the security settings of the facility, it may be necessary for IT staff
to adjust these settings. The steps to do this are:

Click tools, internet options, security.

Click Trusted Sites.

Click Sites

Add your site to the trusted sites listing, https://dshsnbsweb.dshs.state.tx.us

S

Set security for this zone to Medium-Low

It will also be necessary to configure your printer driver to print the required label. Printer
configuration steps are outlined in the document Web Printer Installation.doc.

LABELS

DSHS requires that the labels be placed on the NBS demographic forms prior to shipment. The
recommended label size is 2” x 4, a standard Shipping label.

The serial number printed on the label MUST MATCH the serial number on the form and
attached filter card. Missing or mismatched labels may result in specimen rejection.

Placement of the label on the NBS card is important. The label must not cover the bar code or
the serial number.

SECURITY AND ACCESS FORMS

In order to gain access to the Web or HL7 application, each user must complete the Security and
Access forms (Appendix B). Once the properly completed forms have been received by DSHS,
a user name and password will be provided to each qualified user.

The DSHS Laboratory Application Support area will issue the passwords. You may contact
them via email at LabAppSupport@dshs.state.tx.us if you have any questions and/or difficulties
accessing the application(s).

SOFTWARE

In order to view the test result reports on the Web application, you will need Acrobat Reader v8
or higher installed on the computer. A link to a free download of Acrobat Reader v8 is accessible
form the Result Reports Search page on the website.
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IV. WEB APPLICATION BUSINESS RULES

The DSHS Newborn Screening Laboratory will follow the below business rules regarding
specimens with remote entered demographic information.

1.

2.

The submitting facility assumes responsibility to ensure that data submitted electronically
IS accurate at the time of receipt of the physical specimen at DSHS.

All physical specimens with electronically submitted demographic information must
include a DSHS approved demographic label OR all required hand entered information.
A specimen may be rejected if:

a.
b.

The demographic form and attached web label have mismatched serial numbers.
Remotely entered demographic information does not match the hard copy (label)
information provided on the demographic form unless corrections are made as
specified below.

Specimens with successful data transfers:

a.

For all acceptable specimens with a label AND hand entered information on the
demographic form, DSHS will process tests based on the information provided on
the label only.
Labels (or hand entered information in the absence of a label) will be used for
verification and emergency purposes only. All DSHS testing will be based on
remote entered information available when DSHS demographic processing
occurs.
Submitters may make corrections to remote entered information on the web label.
Please make corrections to the label as follows — preferably using red ink:
I. Strike through the incorrect items with a single line.
ii. Print corrections neatly directly adjacent to the struck through item.
iii. Initial all changes.

5. Specimens with unsuccessful data transfers:

a.

b.

For all acceptable specimens with a label only, DSHS will process tests based on
the information provided on the label.

For all acceptable specimens with a label AND hand entered information on the
demographic form, DSHS will process tests based on the information provided on
the label only.

For all acceptable specimens with hand entered information only, DSHS will
process tests based on the handwritten information.

V. USING THE WEB APPLICATIONS

The Web applications are designed to allow a submitter to input NBS specimen demographic
information via the system’s Remote Data Entry module (RDE) and to view final test results via
the Secure Remote Viewer (SRV). It is recommended that your label printer be turned on and
ready to print labels when logging into the application.

Note: Your session will time out after 20 minutes of inactivity.

Demographic Entry
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A. Access and Login

1. Open Web Browser and go to https://dshsnbsweb.dshs.state.tx.us

2. Enter User Name and Password; select “Login”.

2 Neometrics Toolbar - Microsoft Internet Explorer provided by DSHS-Lab E|@g|
,l‘r

Fle Edit view Favorites Tools Help
Qo - ©- X B & ) seman Seraeres € (27 2 m - [
Acidress [ 48] bttp:1180.42,128.38 toolbarlogin.aspx v Bco ke ? &y~

B0y TEXAS
b/ N\ Department of State Health Services

MNewborn Screening

The Texas Department of State Health Services welcome text.
This is the DSHS test website,

User Name |
Password 1

Pouered ni

&) bone & Internet

After initial sign-in, you will be prompted to change your password.
Complete; select “Change Password”.

2 Untitled Page - Microsoft Internet Explorer provided by DSHS-Lab

File Edit Vew Favortes Tools Help ';,z
Qe - © - |_'] @ (0 | fOseach Seraotes &) (-4 @l - [ ) el
scldross | @] hrtp: /180,492,128 Bajtookbar/changepassword.aspx v B s > @~

ey TEXAS
b A"\ Department of State Health Services

MNewhormn Screening

1. Passwords are case sensitive,

2, Passwords must have a length of at least 8 characters,

3, Passwords must contain & mix of alphabetic and non-alpha characters with at least two non-alpha characters,

4. Non-alpha characters include numbers (0-9) and special characters such as (I@#§%~8%_+=7/~" 1,22 [\).

5. Two non-alpha characters must be used, with & minimum of one numeric (0-9) and one special (1@#§%~a*_+=7/~"ji,<>[\) character,

Change Your Password
Your password will expire today.

Passward: |7‘
New Password: |7‘

Confirm New Password: [ |
1

Change Password Cancel
Ponered Bi

&] Done D Internet
=

Version 1.3 Page 6 of 20
Dated: April 2009



"k*

WX .y TEXAS

Department of
State Health Services

Upon successful login, the Newborn Screening Remote Services Home page will be
displayed. From this screen, the user can choose to enter specimen demographic information

or retrieve specimen results.

EIE

‘2 Neometrics Toolbar - Microsoft Internet Explorer provided by DSHS-Lab

r

Fle Edt View Favortes Tooks Help
@Back b > ) |ﬂ \i‘] ) ) mearth 7 Favories L) =2 ; i _| iﬂ
acdiess | ] http: /160.92.128. 88 oolbar/mainlanding aspx7AFPP=

Bx'5y TEXAS ;
hfn Department of State Health Services Bewhomscreening,

Welcome | Logout

= -d
L E: Enter NBS Specimen Demographics
| Access Result Reports

e i}

v|Blso ks > &y

Laboratory Announcements
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B. Entering demographics
1. To begin the Data Entry module, select “Enter NBS Specimen Demographics”.

2. The Data Entry screen will appear. Complete all fields.

a. Data entry tips:

« If the required phone number is unavailable, please enter all 9s.
« Enter dates in the following format: mm/dd/yyyy

2 Neometrics Remote Demographic Entry - Microsoft Internet Explorer pravided by DSHS-Lab

Fle Edt View Favorltes Toos Help e
4 ] =y )\ - - ™ - ¢
Q- Q- & BB SOt Gormotes €8 (2-dg @ - | ) ia
Address }iE_‘]http;jﬂlGU.‘?Z.IZE.BSJRDEﬂDefau\t‘aspx VlGD Links > &~
)
iy TEXA
2 5 : MNewborn Screening
ba A"\ Department of State Health Services
Welcome | Home | Data Entry | Facility Reports | Search | Instructions | Logout
MOTHER INFORMATION
Form Serial # |
Last J First ‘ Maiden ‘ ‘ SEN # - - |
Mom DOB | [ -| Medicaid Eligible N Medicaid # ‘ ‘
address | zip | |
City | State |TX % Phone# [ ) - | Baby Father Last Name | ]
PRIMARY CARE PHYSICIAN INFORMATION i
Marne (Last, First) —| NFI # | |
Address | zip | |
city | State T4 ¥ Phone# |( ) - | Fax# (] - |
NEWBORN INFORMATION
Baby Last i Baby First ‘
Med Record # | Multiple Bll‘th?i v} Birth Orc Wweight {grams) \ ‘Lb(s) i iOz(s) i
girth Date | / / | Birth Time (Military) | | collection Date | /¢ | collection Time (Military) | |
Sex v Feed | v Eethnicity | v status | ~
Test v st Screen Serial # | abrormal DEHS Lab # | &
_— S —
SUBMITTER INFORMATION
Please verify your submitter information. If anything has changed, please contact DSHS using the Contact link above, =
MBS 1D # 00000001 L ]
Save J Submit J Clear 1 Search J Reports 1 ErintL J evy:Lahie 1 3

Version 1.3 Page 8 of 20
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3. Ideally, all requested fields should be completed to ensure accuracy of testing. The
Newborn Screening Demographic Entry Module requires entry and validity of key
fields prior to electronic acceptance.

Missing data and validation errors will display in red at the top of the screen. The title
of the field with an issue will also turn red.

2 Neometrics Remote Demographic Entry - Microsoft Internet Explorer provided by DSHS-Lab I;IIEIFXI
Fle Edit Wew Favorites Tools  Help :'l

eﬁack A ) ) \ﬂ @ h /:“ Search \‘;\\_{‘ Favorites (‘} [-':v :\1 o] - _J @\@ ﬂ
Address |@ hittp:j{160.42. 128.85/RDE/Default.aspx v| Go
-~

By TEXAS
b\ Department of State Health Services

welcome Brendan Reilly | Homs | Data Entry | Facility Reports | Ssarch | Instructions | Contact Us | Logout

Mewhorn Screening

Birth Date : This field is required
Collection Date: Cannot be a future dats

MOTHER INFORMATION

Farm Serial # |07-0000085 |
Last [KREUGER First [MOM | Maiden | | sswe [l
Mom DOB | Medicaid Eligible V‘
Address ‘ Zip W‘
State | T4 | %| Phone # |(512) 331-3313 Baby Father Last Name
PRIMARY CARE PHYSICIAN INFORMATION

Mame (Last, First) NPI #
Address ‘ Zip

state [TX v| Phone ¢ [( ) - | Faxa
NEWBORN INFORMATION

Baby Last |KREUGER Baby First |FREDDY

City

|

City

|

Med Record # Multiple Birth? v | Weight (grams) (2500 | Lbs) | | ozts) | |
Birth Date [N =~ Birth Tirne (Military) I_T Collection Date ’m‘ Collection Tirme (Military) |—|
Sex | 1. Male - Feed | v‘ Ethnicity | v| Status | V‘
= I (I

SUBMITTER INFORMATION
Please verify your submitter information, If anything has chanaed, please contact DSHS using the Contact link abaove,

WBS 1D # 00000007

e 1w ]

Save | Submit Clear | Search | Reports | PrimLabeI| \/iewLabeI‘

£

< | >
&) Dene & Trusted sites

sred Appl... Inbax -

4. If necessary, you can choose to “Save” the data already entered and return later to add
missing information. HOWEVER - The actual specimen cannot be mailed to DSHS
until all information is submitted and a label is printed. Saved files should be
completed as soon as possible!

5. Once all of the information is successfully entered, select “Submit” to forward the
information to the DSHS Laboratory.

Version 1.3 Page 9 of 20
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6. Print and place the label on the NBS demographic form. Ensure the form serial
number on the label matches the form serial number on the demographic form.
Then mail NBS card to the DSHS Laboratory. See below for proper placement of label
on form. Multiple labels can be printed by selecting the number of copies in the Print
dialog box.

Newborn Screening

INSURANCE Plsase o tha instrudtions e Iha back of | 2]
TEXAS DEPARTMENT OF STATE HEALTH SERVICES Lnbﬂmlgg Survices Secon CLIARMSD0S60544 | s form before starting. USE BLACK INK.
| FORNINBS 4 Rev 0807 Expiros 08/21/2010 Telophane i (B0C) 252:8023 ext. 7318 PRNT INFORMATION COMPLETELY,
] MOTHER INFORMATION ACCURATELY, & LEGELY IN BLOCK
| Mciher's Last Nama Mcther's First Name. CAPITAL LETTERS. Lab No. 3
] l J 1 te of Collection or S Nn's Last Name is provi A
7 ol o BT S g SPECIMEN REJEGTED if NO Dale of Calleclion or NO Newbor's Last N ided
| Woiden Hame Social Sacyrty 8 | NEWBORN INFORMATION
[ | | 1 Nawhaorrs Las! Mamo | First HamalTwin A or B
| Wowerseimome i T T |
| Madical Racord Ha. 2
| Sveot s ‘
| oy Submyiiter T # 02564507 ! ¢
] e Mom: Simpson, Margarie ! = = LD | L\ e R
r 1 7 5 Ethricity tus L] -
' Fip: 78756 Ph# 512-458-7111 b | PR T ol R g | co b
1 e 1. Sick/Promature el o an ~
[E=EE 15 < . 3 = e 2.OnMedeatons | 22Tt L l =
| Fmesws|  Baby:  Simpsom, Maggie F e 1 3 Tanshisod e e e C:I:’ =
G| MedRes# ZOBT7885214% DOB: 03/03/08 ke (et [ | oo l e, i
i i i B.Bah 283 i D
- Birth Wt: 2365  Sex F DOC: 03/14/08 8 Oter T s ] E=2 4
™ |
- SUBMITTER INFORMATION B =
s 08-0625040 | B
| _________ [T ———— W .
74 4
‘ ‘ g8
= o
1 (s 08 0 62 5040 1 el Amix Mallg Labai or Eﬁ = ~
DSHS Copy city, = ZpCode _______ Prinl Rowm Adgdrass
|

7. To access a previously saved specimen or to reprint a label for a previously submitted
specimen, select “Search” from the menu list.

Complete one or more of the fields listed below and select the “Search” button.

A Neometrics Remote Demographic Entry - Microsoft Internet Explorer, provided by DSHS-Lab

Fle Edt View Favortes Tools Help F/
@Back > ) \i] @ 7;‘J /,_)Saarch ‘R:;"\'\/Favnrites & §_,_-i":' H;; w - QJ ﬁ
fiddress (€] htpij[160.42, 126, 8O/ROE Sssrch, sspx v Bso ks ? &
21
Bx’oy TEXAS i
k Mewborn Screenin
b A" Department of State Health Services =

Welcome | Home | Data Entry | Facility Reports | Search | Instructions | Logout

Form Serial Number ]_—-
Mother's Last Keme ]
Mother’s First Name |

Mother's Sacial Security Number | - -

e ]
Collection Date i:l
Birth Date | I

Birth Weight (arams) .
Mother's Phons ICI
Mather's Zip Code |
—
Submitter MBS 10 Humber :
Medical Record Hurnber |:|

Search Clear

Version 1.3 Page 10 of 20
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8. A listing of specimens meeting your search criteria will appear. The “Status” column
indicates one of the following:

a. Saved — Demographic Information saved by the submitter but not yet submitted to
DSHS.

b. Submitted — Demographic Information received by DSHS but not yet processed.
This information will not be processed until the physical blood form has been
received by DSHS.

c. Merged — Demographic information received and processed by DSHS.

2 Neometrics Remote Demographic Entry - Microsoft Internet Explorer provided| by DSHS-Lah

:© File Edt View Favorites Todls  Help !'
2 \ A = uy! ' jm
O O HEG Pt @ 2% & - B H
: Address |@ http: /160,42, 128,58/RDE/Searchresults . aspx v| 2
; TEXAS .
. MNewborn Screening
h Department of State Health Services
Welcome Brendan Reilly | Home | Data Entry | Facility Reports | Search | Instructions | Logout
Retry | Print | Cancel |
Form Med Baby Bahy Medicaid | Mother Mother NBS ID Birth
. B".th Pate Date [D" --m
Edit 070000016 11111 GIHGHG GHGHGH 04/15/2008 1 05/15/2008 GGGGEGGEE 55555555 00000001 Submitted
Edit 070000055 1234567590 KREUGER FREDDY 04/17/2008 1 05/15/2008 KREUGER  MOM oonooool 2500 Submitted
Edit 070000055 REILLY KIERAN 0471772008 1 05/15/2008 REILLY JEMMIFER oooooool 2500 Submitted
Fowerad Bi
< | &
@ @ Trusted sites
Version 1.3 Page 11 of 20
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9. Click Edit to re-access demographics of a saved or submitted specimen. Additional
labels can be printed from the demographic entry screen by selecting “Print Label”.

24 Neometrics Remote Demographic Entry - Microsoft Internet Explorer provided by DSHS-Lab

Fle Edt View Favortes Tools Help [
Ow- © BB G Lo Freim @3- @ - B
address @ hitp:f{160.42, 128, 88/ROE {Default. aspx "" Go
Lo
; TEXAS
. Mewborm Screenin
ﬁ Department of State Health Services &
Welcome Brendan Reilly | Home | Data Entry | Facility Reports | Search | Instructions | ContactUs | Logout
MOTHER INFORMATION
Forrn Serial #
Last [KREUGER First Maiden | |osswe M|
Mom DOB | J / Medicaid Eligible Medicaid #
Address | Zip 78751
City State [TXw| Phone # [(E12)331-3313 | Beby Father Lastbame [ |
PRIMARY CARE PHYSICIAN INFORMATION
Mame {Last, First) WPI #
Address | Zip
City | State [TX v Phone # [ ) - I
NEWBORN INFORMATION
Baby Last |KREUGER Baby First |FREDDY
Med Record # |1234567890) Multiple Birth] v Birth Order weight (arams) [2500 | Lb(s) | [oatsy | |
Birth Date 044172008 Birth Tirme {(Military) ‘ : ‘ ollection Date |05/15/2008 Collection Time {Military) l:l
Sex |1 Mala v Feed | v|  Ethnicity | v staws -
Test v 1st Sereen Sfial # L G abnormal DEHE Lab # ?
SUBMITTER INFORMATION
Please verify your submitter infarmation. If anything has changed, please coftact DSHS using the Contact link above.
Nes 1D # 00000001 HPL# L, T
name [TEXAS DEPT OF STATE Addre; 1100 WASTH 5T |
City [ALSTIN State Zip |7B756
Save Subrit Clear Search | Repang Print Labe\l Wlew Labe\l
]
< | 3
&) Done @ Trusted sites

r’-’ start & Training Team
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10. To view listings of specimens saved and submitted by your facility, select “Facility

Reports” from the menu list.

A Neometrics Remate Demographic Entry - Microsoft Internet Explorer. provided by DSHS-Lah

Fle Edt View Favorites Tooks  Help e
Q- O ¥ A /flsaarm Seraoies 8| (-4 @ - B
address fg_rﬁpiy}én:gz_:}_z_s.SEJRDEfrepurts:a__sE% :'; (Bl unks > &g~
By TEXAS ‘

: MNewborn Screenin
b/ Department of State Health Services 4

Welcome | Home | Data Entry | Facility Reports | Search | Instructions |  Logaut

Reports
Select Submitked Specimens
Select Saved Specimens

Select Data Form Facility Reports|
Select Demographic Data Report

&

Submitted Specimens — Returns a listing of all specimens submitted by your
facility.

Saved Specimens - Returns a listing of all specimens saved but not yet submitted
by your facility.

Data Form Facility Reports — Provides a listing of all specimens submitted by a
facility within a user defined date range sorted by the specimen status (Saved,
Submitted, Merged).

Demographics Data Report - Provides a listing of all specimens submitted by a
facility within a user defined range of form serial numbers.

11. To Access Specimen result reports, click Home to return to the Newborn Screening

Version 1.3

Remote Services Home page.
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Viewing Results Online

1. To begin the Test Results module, select “Access Result Reports”.

2} Meometrics Toolbas - Microsoft Internet Explorer provided by DSHS Lab
Fle Lt Wew Favortes Took Hep r

Qe - ) [x] (2] F0 | O sewer g rwen R - IS T el
s ] hetpiff160.42.120. Sitookus fmanisndre s AFPe v Elos ek * -

B33 TEXAS
A" Department of State Health Services

MNewbom Screening
Welcome | Logout

- 5 Laburatory Announceme: s

NEOMETRICS|

2. The search screen will appear. Leaving the “Submitted Samples Only” box checked,
enter information into any field and select “Perform Search”.

R Heametrics Secure Remote Viewer - Microsaft Internet Fxplorer pravided by DSHS Lab

Fla Bl Vew Favoies Tock Hel [

Qo - © [ B @ Pseav Srroem @ (250 1w - | E

Jubdvess | ) Petne 160,42, 128 AR SRV SRVOLSC riteria. aspie = T

ey TEXAS

. Mewborm Screenl
bW Department of State Health Services enbom Seresning

welcome | Hore | Search | Instructions | Logowt

Farm Serisl £ ’_ Medical Record #

Baby Last Hame NBE 1D #

Birth Date o
Date Collected I DSHS Lab #
Meifseaid & Mathar Phons £ 1

[E submitted Samples only

Parforrn Search | Claar Critaria

e F
e

Powered ei
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3. A listing of reports submitted by your facility that meet the search criteria will be listed.
Select “View Report” to view a single report or complete the check box next to multiple
reports and select “View Selected Reports” to view results for multiple specimens.

<2l Neometrics Secure Remote Viewer - Microsoft Internet Explorer provided by DSHS-Lab |’._||’E|rz|
© File Edit View Favorites Tools Help i
\ A =y . ; > Yy 1A [
eBack i > \ﬂ @ __lj P ) Search . Favorites ‘3 T _] I:i\\? i !
¢ Address |5§’| http:ff160.42,126. 55{SRY/SRYOLSCriteria, aspx?patid=CLEAR V| Go
% .
by TEXAS MNewborn Screening
b A"\ Department of State Health Services
Welcome Brendan Reilly | Home | Search | Instructions | Logout
“iew Selected Reports ‘ MNew Search
Form Serial Baby Birth Mother Submitter Physician DSHS Lab #
# Name Date Name
O WView 060515431 TEXAS DEPT OF STATE HLTH 20070410528
Report SERMICES
O WView 060620967 TEXAS DEPT OF STATE HLTH 20070670542
Report SERVICES
O WView 0603325583 TEXAS DEPT OF STATE HLTH 20070520213
Report SERMICES
D WView 060277692 TE=<AS DEPT OF STATE HLTH 20070924472
Report SERMICES
Fowerad Bi
@j Done & Trusted sites

PDF images of the official newborn screening result reports will be displayed and can be
saved or printed.

4. Select the “Search” option from menu list or “New Search” to begin a new search.

Version 1.3 Page 15 of 20
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5. To Search for results on a specimen that was not submitted by your facility, uncheck the
“Submitted Specimen Only” box. For patient privacy security, external result searches
require one of the following specific combinations of search fields.

Date of Birth AND (Mother's First OR Last Name) AND Mother's Social Security
Number

Date of Birth AND (Mother's First OR Last Name) AND Medicaid Number
Date of Birth AND (Mother's First OR Last Name) AND Mom's Phone number

Date of Birth AND (Baby's First OR Last Name) AND Mother's Social Security
Number

Date of Birth AND (Baby's First OR Last Name) AND Medicaid Number
Date of Birth AND (Baby's First OR Last Name) AND Mom's Phone number

Form Serial Number AND (Baby Last Name OR Mother Last Name OR Mother
First Name OR Medicaid Number OR Medical Record Number OR Mother Social
Security Number OR Mother Phone)

Mother’s first name AND Mother's Social Security Number

C. Instructions and Contact Information

Click the Instructions link at the top of either module for assistance with:

Version 1.3

Functionality of the Web System
Printer and Browser Configurations
Labels

Frequently Asked Questions
Passwords

Page 16 of 20

Dated: April 2009



xx
Xy TEXAS
Department of
State Health Services

VI. APPENDIX
A. NBS Contact List:
Newl Screeni
€WDOI11 O Creeciilg
Directory
252-802:
1-300-252-8023
http: Afwww, dshs, state, b us/newborn/
Laboratory Case Management
The Lahoratory can provide help in the fallowing The Caze Management team can provide help in the
areas: follcreving aress:
+  Requests for collection farms, envelopes, and +  Mewvborn acreening educational matetialzs
provider labels; paymerts for these supplies. (Englizh and Spanish available)
+  Specimen collection procedures and technigques + |nztructions for fallowe-up of abnormal screening
to avoid unsatistfactory test results. results, ie. wwhat type of specimen to submit for
+  Requests for test results. additional testing, where, and when.
*  Status of specimen arrival and test completion. + Referrals to pedistric specialistz for diagnosis
+ Technical information on test procedures and and management of nesvibarn screening
reports. dizorders.
+ Referrals for financial resources available to
General ifomation... ...........................T333 aszist with covering the costs of medical
Technical Information management and special dietary needs for
Specimen Collection & Handling Procedures diagnozed cazes.
+ Information on requirements far nesshorn
screening in Texas.
supplies... ... ... ... L T8
Forms (fiter paper) General nfomation... ..........................2129
Envelopes Education Materials (Free)
Provider Labels
Congenital Adrenal Hyperplasia (CAH).....281%
T | ¢ e T Ty iy I ) Congenital Hypothywroidism...................... 3666
Payments - NBS4 Forms
Galactosemia..................... 6327
Beporting... ... ............... ..o cvee o THTE Hemoglobinopathies.... ... .......................6832
Routine Specimen Reparts (e.0., Sickle Cell Disease)
(Abnormal screens: Call Case Management for the
abparmal disorder Feported) Phenyketommia (PEUy... ... ... ... ... .. 6827
Biotinidase Deficlency ... ........................ 2071
Beport Cards ..................... ... .. ... 6030
Un=atizfactary specimens received and transi time Fatty Acid Disorders, Organic Acid... .. ... 1715
Disorders, Amine Acid Disorders
Ferced: Spril 2008
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B. Mandatory Forms/Agreements:

i.  Web Remote User Access form with Confidentiality and Non-disclosure
Agreement — page 1

B res TEXAS DEPARTMENT OF STATE HEALTH SERVICES
B AN P.0. Box 149347 » Ausrn, Texas 78714-0347#1-883-063-7111 DSHS Us: Onky

SECURITY RIGHTS AND CONFIDENTIALITY FORM FOR EACH USER ACCOUNT

Please conmplete all information for each DSHS Web Sarvices remote user. Each new user will need to sign the DSHS Laboratory Web Semvice
Confidentiality Agreement and each Facility will need to sign the DSHS Facility Security -ﬁ{ﬂenm The requesting Facility Administrator will
sizn and date this form and fx mail or e-mail the scanned image of it to DSHS Laboratory. E-mail: remotelabsupportindshs state. tx.os

Section 1: Requesting Weh User General Information (Flease fll o all Reguired Selds)

USER NAME: Last Fust MI
Required Required
Credentials: PRI Crrdering Provider NPL
My, LFN, eic I you 're an orderng provider Reguared = 1f you 'ne an ordenng provder
E-mail: Phone 2
Reguered Required
Facility MName: Fax NMumber:
Requred - Must match Facaliy Name as on Facily Securrty Agreemens Beguered. If o mackhme o5 secured
- . . Newbom Scresad Clinical Chemistry || Microbiclogy
Facility City and Zip Code: . D seing L] g o
Requared - Cry Beguered - Zip Types of Text Resultys) ar on Facility Securisy Agreement

Section 2: Clinical Chemizwy Only. Flease list all orderine providers submining tests for the Facility. Armach additonal pape if needed.
Wame and Credendals (MD. FA. P, sic): TUPTN (If Available): 10-digit prowider WPT

Section 3: Confideniality Form

The Diepariment of State Haalth Services (DSHS) authorizes {Facility Name) to zocess and
use the semvices of [ | Newborn Screening [ Clinical Chemistry [ | Microbiology. Certzin desiznated facilities (labomtories, hospitals,
healthcare providers, etc.) have a legiimate need to access this system in order to review, record, and'or edit data. The fcility's awthorized
personnel will be provided access fo information and data that is sensitive, confidential. protected health information, or is otherwise protecied fom
disclosure to wnauthorized individnals. To ensure the integrity, seamity and confidentiality of DEHS informatien and data, all individuals who
olotain access to DSHS information resources agree to eat all information and data as highly sensitive, confidential and protected from dizclosure.
Except as authorized by state and federal law, (including, but not limited to, the Health Insurance Portability and Accountability Act), publication.
disclosure or discussion of amy mformation or data obsenved during the use of this service is smictly prohibited.

Each person who will have access to DSHS Information Resources is required to sign this agreement

I a Tepresentative of (Facility Name) am using this
service on behalf of the named Soility for the limited purpose of the agTeement batwesn DSHS and the faclity. Iunderstand and agree 1o the
lmmited terms and conditions of this agTeement

I also umdersand that DAHS is required by Law to protect the confidentiality and seouminy of its nerwork and the data and informaton mainained by
the department from ourside disclesure, and that even an imadvertent disclosure could result in serious seourity or confidentiality breaches resulting
in the loss, destmaction or disclosme of sensitive and confidential information maintzined by the deparoment. I understand that I am also responsible
for the confidendality of the system’s confizuration and network architecnme. I fimther imderstand that ooy breach of this agresment conld result in
violaton of siate and federal laws. umder which Gvil and criminal penalties could be assessed for each violaton.

T azres that I will not disclose nor release noy nsemame and password to amyone 2t any dme. In the evenr ooy usemame and password have been
conmpromized. I will immediately contact DEHS 5o that ooy acooumt can be inactvaed immediately. A new accoums will be izsued to me with a new
nsermame and password.

Sate and federal law provides civil and'or criminal penalties for use or disclosore beyond the lmited parpose of the performance of this service.

Requesting Web User's Signature Draie

Facility Administrater’s Signature Date
[ Ternminating Web User Account Access, Facility Adninistrator Signature and Date:

Fi this completed request fo; 512-458-T432, Attn: LIME Admimistrator, L4571 March 2009 Bev 1af2

Version 1.3 Page 18 of 20
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ii.  Web Remote User Access form with Confidentiality and Non-disclosure
Agreement - page 2

[ L TEXAS TEXAS DEPARTMENT OF STATE HEALTH SERVICES (LI ¢ O1xBs[MB
hﬁ'w- T P.O. Box 149347  Austin Texas 78714-9347¢1-888-963-7111 R
it iR

Fill ouat each section with as much information as pessible for each remote user.
Section 1: Regquesting Web User General Information Uzer Information
+  Last mame, First Name, Middle Initial — The user that will be senap for web application use or a2 a role within the application
#  Credentials - Identifies the user based on degres, cerfification or qualification {2,z BN, LVH, FINP, MD, DO, efc.)
=«  TUPIN - A six-place alpha oomesic idenfifier assiFned to all order ordering providers prio to February 2007
«  Ordering Provider NPI - The 10-dizit mumber that is assodated to the physician or non-physician ordering provider
« E-mail - DSHS will include your e-mzil m the web application — Femote Users disoibation lst to imform vou about amy impartant wpdates
ar s part of woubleshooting
»  Phome # — Of the clinic that will submuit tests remotely or print laboratory reponts remotely
+  Facility Name — Mame of clinic that will submait tests remotely or print reports remotely; Faclity Name as on Facilify Seomity Agreement
=«  Fax #- Of the clinic that will submiit tests remotely or print laborasory reports remotely, fx machine rmist be in 3 secared location
»  Facility City and Zip Code - City and Zip Code of clinic or Facility

Section 2 Clinical Chemisiry Cmly. Please list all ordering providers you will be submuitting test for. Attach additional page if nesded.
+  Ordering Frovider - A plysician or qualified non-phyzician practioner heensed by the State to order laboratory services provided by the
DSHS laboratories

Section 3: Confidentiality Form
+  Facility Name — Mame of clinic that will sobmit tests remotely or print reports remotely; Faciliny Mame as on Facility Seoumity Agrecment
#  Laboratory Services - Newborn Screenmg, Chndcal Chenmistry and'or Microbiology
o Newborn Screening performs Newborn Screening tests
o Clinical Chemistry performs tests such as Lead testing. Totz] Hemoglobin, He Electrophoresis, Syphilis (RPR). Glucose, i
o Mcrobiology performe tests such as TB, HIV / 5TD. Bahies, Pubella, Serclogy, Molecular. Parasite. Flu, Virology, efc
« Requesting Web User’s Signature — The person that has hizher information filled out in Section
»  Facility Adminictrator - The point of contact at the Facility that can mithorize web nser senmp. web nser termuination and maintzin cETent
Facility and provider information. This is nsually the office manager.
« Termimating Web User Acconnt Access — when access s no longer neaded by the web user. The Faclity Admimistrator is to check-off
the check bor, sizn and date the form and G to (512) 458-7452.

For fimther gssistance or edditional clarification. please e-mail remotelabsupportiy'dshs state fx us

Occ N85 [ MB

DSHS Use Only 15 to be filled out by the LIMS Adminismater at Texas DSHS Laboratory
Fax this completed request to: F12-458-7432, drn: LIME Admimisorartor, L4571 Mazch 2009 Rev lof2
Version 1.3 Page 19 of 20

Dated: April 2009



Department of
State Health Services

B¢ TEXAS
| N

iii.  Facility Security Agreement

B s TEXAS DEPARTMENT OF STATE HEALTH SERVICES
W P.O.Box 149347  Austin, Texas 78714-9347»1-888-963-7111

FACILITY SECTRITY AGREEMENT
For Laboratories, Hospitals, Providers, State Local Health Facilites

Facility Name

Facility &-digit Submitter D' ™
Facility %-dizit TPI™

Facility 10-digit NFI

Facility Mailing Address

Facility Conmty MName

Facility Admumstiator, Title

Teleghone Mumber, Ext { ]

E-mail Address

Tests cunently subrmtted to: [] Anstin Laboratory [ | Women's Health Laboratory [ | South Texas Laboratory
Tvpes of Tast Result(s) [] Newhorn Screeming [ Clinical Chemistry™ [ AMicrobiology ™

Stop recerving a hard copy (mailed) DSHS firal result reportiz) to Facility 7™ [] Ves [ Ma
"TNewborn Screeping = Newbom ScIeening tests
" Clinical Chemistry = Lead testing, Tofl Hemoeglebin, He Elecirophoresiz, Syphilis (RPR), Glucose, eic.
’!L[l.rru-buulngj TH, HIV / 5TD, Rabies, Rubella, Seralogy, Molecular, Parasite, Flu, Virology, ete.
¥esis automatically defaulted for Austin Labomtory Microbiology hard copy (mailed) DSHS final result reports)

Thus agreement between the Department of State Health Services (D3HS) and “the Facility” recorded above sets forth
expectztions for secunty and confidentality with respect to the DSHS Information Resources (IR), (metwork, software and
all aszociated data). The Facility is a laboratory, hospatal, bealtheare provider or statelocal bealth facility that has 2
lezitimate need to access this '\"siema_svenﬁedh\ the DSHS Labuﬂhm‘_'; Services Sechon. DSHS linuts access to records
and data relevant to the specified facility’s’ patients and laboratory specimens.

All Facility personnel provided aceess to DSHS IR must comply with DSHS Secumty Policies, as well as faderal and state
confidentiality laws inchiding, but not linnted to, the Health Insinance Portabality and Accourtabality Act. The Facility 1=
resporsible for trammg all facihty personnsl who will be provided access to the DSHS IR, and for monitering and
enforcing compliance with DSHS and famlity computer usage pohcies. All Facility personnel st sign and apree to
comply with the requirements of the DSHS Confidentiality & Non-disclonre A sreement bafore being pronided access to
DSHS IR, This Amreement fulfills this requirement only for the Facility Adwamastrator executing the agresment.

The Facility wall pot use or dizclose amy information contamed 1 the DSHS [F. except as authonzed by state and fadaral
law. The user name and password used fo access the system wall also be safeguarded and will not be shared with anyone,
inchidhng other famility persornel  The Faclity wall notfy DSHS immmediately 1f 3 wsemame/'password = compromised. if a
user s job duties change and/or if a user is terminated.

The facility wall maintain computers properly equippad to access DSHS [F through an Internet brow=ar and will provade
reliable Internat servace. The facility’s computers and network will be confimwed to mnclude appropriate anh-vims
soffowrare, firewalls, security patches and ether controls that will prevent secunty nsks to the DSHS network and to 1t
resources. DSHS wall provide houted techmeal assistance m accordance with laboratory support procedures.

Failure to comply with the Secunty Asresment requitements may result in termanation of the agreement and access to
DSHS IE. Thes agreement will be renewed ammually for compliance; othervnse it 15 effective untl terminated

I agree that this facility will adbere to the terms of this agreement,

Facility Administrator’s Signatare Dhate
Fax thiz completed request to: 3]2-435-T452, Avm: LIMS Adminiztrater, L4371 March 2009 Rev
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