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Texas Vital Statistics Program

The State Registrar directs the Vital Statistics Unit (VSU) within the Texas Department of
State Health Services. The State
Registrar is responsible for the
creation and maintenance of a
statewide system of vital statistics,
which includes:

Compilation of data pertaining to
births, adoptions, paternity
determinations, deaths, fetal
deaths, suits affecting parent-
child relationship, court of
continuing jurisdiction, marriage
applications, report of divorce,
and such other necessary data
[25 TAC Section 181.1 (35)].
Amending birth, death, and fetal
death records upon presentation
of satisfactory evidence proving
the record is incomplete or
inaccurate, and attaching
amendments to the legal record of
the birth, death, or fetal death if
the amendment is accepted for
filing [HSC Section 191.028].
Matching of birth and death
records.

Call To Action

A birth certificate is considered to be
a “breeder” document, in that it is the
base document that establishes
identity for the purpose of obtaining
other identification documents or gaining access to a benefit or privilege. Certified copies of
birth records, alone or in combination with additional identification, enable citizens to:

Obtain a social security card
Obtain a driver license
Obtain a passport

Reviewing the State’s

Birth Record Information System

The Texas Department of State Health Services,

in conjunction with the workgroup established

as a provision of the General Appropriations

Act (Article II, Texas Department of State

Health Services, Rider 72, H.B. 1, 82nd Texas

Legislature, Regular Session, 2011), developed

a set of recommendations that addresses the

security and effectiveness of the state’s birth

record information system. Specifically, the
workgroup:

1. Evaluated the effectiveness and security of
the state’s birth record information system;

2. Evaluated the feasibility of restructuring
and upgrading the birth record information
system and documents with advanced
technology to prevent fraud and reduce
inefficiency;

3. Identified the roles and responsibilities of
the Texas Department of State Health
Services, local governments, and others in a
central issuance birth record information
system; and

4. Identified ways to leverage private sector
investment and user fees to restructure and
upgrade the birth record information
system and documents without the use of
general revenue funds.

* (Obtain government services
* Enroll in school
* Participate in sports

In the hands of an imposter, a birth certificate can enable an individual to establish a false

identity. Using false identities, career criminals, traffickers, fugitives, child support evaders,
terrorists, and others can commit offenses, such as fraud associated with insurance, banking,
public assistance, organized crime, document suppliers, human trafficking, and other illegal
activities.
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The recommendations contained in this report represent specific actions to improve the

security and effectiveness of the state’s
birth record information system. These
improvements can be accomplished
through changes to policy, process,
and/or technology. Many of these
recommendations can be implemented
through administrative rulemaking or
process changes within VSU. A few of
the recommendations require legislative
action. In combination, the
recommendations are set forth as an
important first step in advancing a secure
and resilient birth record information
system for the State of Texas.

The following issues, organized by
requirements for implementation —
policy, process, technology — summarize
the findings of the workgroup,
recommendations for change, and
considerations for implementing these
recommendations.

PoLicy ISSUES

Current resources and authority that the
state registrar can exercise over local
registry offices or licensed and non-
licensed institutions are inadequate,
thereby increasing opportunities for

Review Methodology

For the purpose of reviewing the state’s birth

record information system, the workgroup

identified three key phases that comprise the
birth record life cycle:

* Create - The initial act of creating and
officially registering a birth within the
State of Texas.

* Use - The issuance of proof of birth
through certified copies of documents, as
well as the functions that support the
management of birth records.

* Retire - The matching of birth records
with death records, and appropriately
marking or flagging the birth record with
a “deceased” notation after such a match
occurs.

Using these common definitions of the birth
record life cycle, the workgroup examined the
current state, best practices employed across
jurisdictions outside of Texas, and
opportunities for change in each of three
areas. In each area, identifications were
further segmented into implementation
categories: policy, process, and technology.

fraud, theft, or other methods to illegally obtain birth certificate copies.

To strengthen the state’s birth record information system, the Texas Legislature may consider

actions on the following issues.

* Consolidate local registrar functions (Issue 1)
* Require hospitals and birthing centers to coordinate with VSU to reconcile reported births

(Issue 9)

* Enhance wrongful possession provisions through creation of alternative methods to
establish restrictions on possession of another’s birth certificate (Issue 15)
* Increase timetable for public release of data (Issue 25)

Cross-cutting issues that may require legislative and agency action include:

* Strengthen requirements for delayed birth registration (Issue 4) — policy and process
* Review fees and funding (Issue 18) — policy and process

* Protect the integrity of state birth and death data (Issue 24) — policy and technology
* Require Death Match for All Ages (Issue 26) — policy and technology
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PROCESS ISSUES

The implementation of standards and best practices in security and fraud prevention are key
to organizational process improvement within the state’s vital registry function.

Working in conjunction with local registrars and other stakeholder, VSU should:

* Require criminal history background checks (Issue 2)

* Provide a list of non-institutional health care providers (Issue 3)

* Standardize birth registrar practices (Issue 5)

* Strengthen requirements of acceptable forms of identification for issuing copies of birth
certificates (Issue 10)

* Ensure an individual is authentically connected to his or her identification (Issue 11)

* Deploy tools that assist in identification verification and validation (Issue 12)

* Document relationship (Issue 13)

* Consolidate purchase of issuing materials (Issue 14)

* Implement the use of a document or process that certifies age as a substitute for the
issuance of a certified copy of a birth record (Issue 16)

* Educate citizens (Issue 17)

* Establish statewide standards for physical access (Issue 19)

* Standardize forms (Issue 20)

* Implement appropriate notation of deceased (Issue 28)

* Coordinate with federal agencies on soldiers (Issue 30)

Cross-cutting issues that require agency action in organizational process and technology
areas include:

* Require a segregation of duties exists within the birth registration process (Issue 6)

* Re-evaluate and enhance the birth/death matching criteria (Issue 27)

TECHNOLOGY ISSUES

Implemented in 2004, the state’s electronic birth record information system, Texas Electronic
Registrar (TER) is one component of a statewide records system that includes electronic birth
records and electronic death records. TER is deployed across registration districts, licensed
institutions, including hospitals and birthing centers, and funeral homes.

To create a secure, flexible, and adaptive system infrastructure, VSU should:

* Enhance data exchange capabilities (Issue 7)

* Improve Database Structure and Scalability (Issue 8)

* Strengthen System Use Monitoring (Issue 21)

* Evaluate standards that support national fraud detection through the Electronic
Verification of Vital Events (EVVE) system (Issue 22)

* Decommission the Texas Electronic Registrar (TER) system (Issue 23)

* Support inter-jurisdictional exchange through the State and Territorial Exchange of Vital
Events (STEVE) (Issue 29)
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SUMMARY OF POLICY, PROCESS, AND TECHNOLOGY ISSUES BY PHASE

An excerpt of the description, recommendation, rationale, implementation considerations,
and benefits for each of the issues contained in the report is provided below. More
information on each of these issues is provided in the full report.

PHASE: CREATE

ISSUE 1 | CONSOLIDATE LOCAL REGISTRAR FUNCTIONS POLICY

Description A high level of decentralization in the local registrar function limits
the state’s ability to ensure that the detailed policies and processes
related to birth registration are implemented in a standardized manner,
thereby risking overall security of the system.

Recommendation Reduce the number of local registrars by prioritizing consolidation
based on the following criteria: metropolitan health district, county,
registration district with a population over 100,000.

Rationale There are currently 823 justice of the peace precincts and 606
municipalities with a population over 2,500 in Texas, allowing for
more than 1,400 registration districts by law. At present, Texas is
divided into 469 registration districts.

Implementation The Texas Legislature may wish to consider action that amends Health

Considerations and Safety Code to prioritize consolidation of local registration
districts be based on criteria that an entity is eligible to serve as a
district if it meets criteria as a metropolitan health district, a county, or
a registration district with a population over 500,000.

Benefits Through consolidation, the number of local registration districts would
be reduced to approximately 270, which will result in:
* Improved quality and fraud control
* Improved statutory compliance
* Improved oversight and support from VSU

ISSUE 2 | CRIMINAL HISTORY BACKGROUND CHECKS PROCESS

Description Background investigations on all individuals who have the ability to
create a birth record are not conducted, which contributes to the
potential to create fraudulent records in the state’s birth record
information system.

Recommendation  Require that all individuals who can register a birth record or interact
with the birth record information system undergo a criminal history
background check.

Rationale Individuals who are authorized to create birth records have
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ISSUE 2 | CRIMINAL HISTORY BACKGROUND CHECKS PROCESS

Implementation
Considerations

Benefits

opportunities to use that information for identity theft or other
fraudulent purposes. In Texas, more than 34,000 individuals have
access to the TER system. Of this amount, more than 4,000 individuals
have the ability to create birth records, increasing the state’s exposure
to potentially fraudulent activities.

VSU action includes amending the TER User Agreement to address
requirements for criminal history background checks, based on
sensitivity of the position. Functional positions include staff who
create or release a birth record as a function of registering a birth in a
local registrar or county clerk’s office, staff who create or release a
birth record as a function of registering a birth in a hospital or other
licensed institution, and midwives or other practitioners or their staff
who create or release a birth record as a function of registering a birth
in a non-licensed institution.

Requiring criminal history background checks will result in:

* Reduced opportunity for fraudulent records to be created

* Enhanced assurance that personal information contained on a birth
certificate will not be viewed by individuals with unacceptable
criminal histories

* Alignment of the state’s process with NAPHSIS guidelines

ISSUE 3 | LIST OF NON-INSTITUTIONAL HEALTH CARE PROVIDERS PROCESS

Description

Recommendation

Rationale

Health care providers who are authorized to register non-institutional
births are licensed by various entities in the state. Today, there is not a
consolidated ability to verify if these health care providers are
currently licensed.

Ensure that VSU and local registrars have an accurate list of
registered, certified, or documented health care providers practicing
outside of licensed institutions.

Administrative rule provides that local registrars can accept birth
registration forms for non-institutional births by mail from health care
providers, provided they maintain the signatures of the providers on
file in their local offices [25 TAC Section 181.26 (b)].

This streamlining measure provides efficiencies in the registration
process, however opportunities for fraudulent practices exist. Ensuring
that VSU and local registrars are updated about licensure status of
healthcare providers who attend births outside of a licensed institution
will reduce the opportunity for fraudulent records to be created by an
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ISSUE 3 | LIST OF NON-INSTITUTIONAL HEALTH CARE PROVIDERS PROCESS

unauthorized individual.

Implementation VSU action includes coordinating with the Texas Midwifery Board

Considerations and the Texas Board of Nursing to ensure that ongoing reporting of
licensed midwives and CNMs occurs. Any disciplinary action on a
health care provider that suspends or revokes the provider’s license or
registration should be flagged and communicated to VSU and local
registrars.

Benefits Providing a consolidated and regularly updated list of non-institutional
health care providers to local registrars and VSU will result in:
* An added safeguard that local registrars release birth registrations
created by a valid health care provider
* Maintained efficiency in the registration process, while improving
the validity of birth records
* Increased rigor that discourages fraudulent behavior

ISSUE 4 | DELAYED BIRTH REGISTRATIONS POLICY | PROCESS

Description Evidence required by applicants for a delayed registration of birth
should be specified and prioritized in more detail. Implementation of
the statutes regarding documentary evidence for a delayed registration
of birth through the courts may vary across the state. These
inconsistencies may contribute to a higher level of fraudulent delayed
records of birth being filed.

Recommendation  Strengthen safeguards related to delayed certificate of birth
registration.

Rationale Greater diligence is needed to deter fraudulent, including
strengthening requirements around documentary evidence. Currently, a
wide variety of documentation is accepted for the purpose of
establishing the birth facts for a delayed certificate of birth. The
document types are not ordered by preference or priority, and
therefore, conformance to a specific standard is not a function of the
review process.

Implementation The Texas Legislature may wish to consider action that requires an

Considerations independent review of all court-ordered delayed birth registrations to
verify that the facts of birth were reviewed and that documentary
evidence supplied was as described in the summary. Additionally, the
Texas Legislature may wish to consider a requirement that the court
find additional basis to grant an order, beyond what VSU had
determined inadequate through administrative review.
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ISSUE 4 | DELAYED BIRTH REGISTRATIONS POLICY | PROCESS

Benefits

VSU action includes:

* Promulgating rule that implements provisions of statute and
specifies the documentary evidence that is acceptable for delayed
birth registration.

* Developing education and outreach for court judges and their staff
on best practices for enhancing security and preventing birth
certificate fraud.

Strengthening safeguards regarding delayed birth records will result in:

* Enforcement of consistent review standards to deter fraudulent
practices

* Enhanced documentation requirements to prevent false records
from being created

* Reduced volume of delayed registrations

ISSUE 5 | STANDARDIZE BIRTH REGISTRAR PRACTICES PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

The Field Services Department of VSU requires from three to five
years to conduct a complete audit of sites that perform vital records
functions. This time period is too long to ensure that VSU can
implement the appropriate level of oversight required to ensure the
security of the state’s birth record information system.

Leverage online educational materials and self-certifying courses to
standardize data collection, data entry practices, and system access and
use by all birth registrars.

A birth registrar certification program will enable individuals within
facilities to effectively demonstrate knowledge and skills that increase
their ability to comply with the program standards. Providing local
registrars, facility administrators, and other individuals responsible for
registering birth records with the tools to self-certify that their data
collection and data entry conforms to established procedures provides
a means of ensuring accurate record keeping.

VSU action includes development of a certification program for
individuals responsible for registering birth records. VSU has taken
steps to develop and implement the program through administrative
rulemaking.

In December 2011, VSU announced details of the program at the 57th
Texas Vital Statistics Annual Conference and sought input and
feedback. As envisioned, the Birth Registrar Certification Program
will be mandatory and renewed every two years once all of the
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ISSUE 5 | STANDARDIZE BIRTH REGISTRAR PRACTICES PROCESS

program components have been finalized. Reviews for compliance
will be conducted during scheduled site visits.

Benefits A Birth Registrar Certification Program will result in:

* Establishment of a minimum standard for birth registrars to
improve data quality, accuracy, and completeness

* Decreased number of errors, reducing the number of amendments
submitted to correct user errors

* Improved resource utilization providing greater access to training
and continuing education, while reducing administrative costs of
conducting audits

ISSUE 6 | SEGREGATION OF DUTIES PROCESS | TECHNOLOGY

Description A single authorized user has the capability to create, certify, and
release a birth record in the state’s birth record information system. A
lack of system controls in the birth registration process creates a higher
risk for fraudulent birth records to be generated. While the State
Registrar may discontinue any institution’s or individual's participation
in electronic birth registration for failure to comply with the Texas
Electronic Registrar (TER) User Agreement, the ability for VSU to
enforce a practice that ensures segregation of duties is difficult to
validate.

Recommendation  Enhance functionality of the state’s birth record information system by
requiring a segregation of duties within the birth registration process.

Rationale Segregation of duties is the separation of functions in a key process
across at least two individuals in such a way that no single individual,
or single group of individuals, should be in a position to both
perpetrate and conceal errors or irregularities in the normal course of
their duties. It also creates a system of checks and balances, requiring a
minimum of two sets of eyes to see every transaction.

A system-based segregation of duties is an effective way to ensure
security and significantly limit the ability for fraudulent records to be
created in the system.

Implementation VSU action includes the review and amendment, as necessary, of

Considerations administrative rules to establish segregation of duties for the creation
of a birth record. Current administrative rule provides that the State
Registrar specify requirements for a User Agreement to implement
electronic birth registration and that hospitals, licensed birthing
centers, midwives, and local registration officials must comply with
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ISSUE 6 | SEGREGATION OF DUTIES PROCESS | TECHNOLOGY

Benefits

this agreement [25 TAC Section 181.13].

To implement segregation of duties that can be effectively enforced,
VSU should enhance the state’s birth record information system to
define acceptable actions, such as “create” and “certify,” by role, and
to disallow the same user and role from executing both actions.

Requiring the segregation of duties will result in:

* A reduced number of fraudulent or inaccurate birth records

* Deterrence of fraudulent record creation as it would require for two
individuals to collude

* Improved audit capabilities

ISSUE 7 | DATA EXCHANGE CAPABILITIES TECHNOLOGY

Description

Recommendation

Rationale

Implementation
Considerations

The majority of birth record data is manually entered into the state’s
birth record information system, which creates conditions for errors,
impacting the quality and integrity of the state’s vital records.

Enhance functionality of the state’s birth record information system by
improving the data exchange capabilities with hospital electronic
health records.

Linking vital record systems with hospital-based electronic health
records for the transmission of patient information has been
demonstrated to improve efficiency in the collection of vital record
data. As more institutions implement electronic health record systems,
there is an opportunity to improve the accuracy of the information and
reduce rework necessary to accurately capture birth events.

The vital statistics community has been collaborating on developing
data exchange standards for medical and vital record systems data.
Working with NAPHSIS and other vital records stakeholders, the
CDC/NCHS developed vital records standards that are supported by
multiple standards organizations, including the Health Level Seven
International (HL7).!

VSU action should consider leveraging the work being done at the
national level and coordinate, as appropriate, with other organizations.
The Texas Health Services Authority (THSA) has several health

! Ibid.
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ISSUE 7 | DATA EXCHANGE CAPABILITIES TECHNOLOGY

information technology and health information exchange initiatives
underway. As a public-private partnership, THSA is responsible for
coordinating the implementation of health information exchange plans
for Texas.

Working with the Texas Hospital Association may facilitate
communication between VSU and the hospitals where the majority of
birth records are recorded. VSU may seek to coordinate a secure data
exchange pilot with selected large providers to gain insight into
technical implications, such as data accuracy, quality, and the level of
resources required to make the data exchange work.

Benefits A birth record information system/EHR data exchange may result in:
* Reduced number of errors entered into the system
* Reduced time spent on data entry and corrections
* Increased protection of patient privacy by reducing the need to
communicate personal health information to third parties

ISSUE 8 | IMPROVE DATABASE STRUCTURE AND SCALABILITY TECHNOLOGY

Description The birth record information system’s database structure does not
currently provide the capability to properly capture some naming
conventions and diacritical markers that are common naming features
amongst the diverse Texas population.

Recommendation  Enhance functionality of the state’s birth record information system by
improving database structure and scalability.

Rationale The current birth record information system is capable of capturing 50
characters each for a child’s first name, middle name, and last name.
This additional information can be critical to helping connect an
individual with their correct birth record. Limiting the data fields in a
birth record inhibits the birth/death matching process if an accurate
accounting of a person’s name is not stored correctly.

Additionally, while the current birth record information system has the
capability to capture certain characters, such as diacritical marks, other
systems that are connected to the state’s system are unable to receive
these elements in a data transfer.

Implementation VSU action requires significant modification to the current birth

Considerations record information system database to address the current limitations.
VSU should review this and other alternatives, including
decommissioning and replacing the current birth record information
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ISSUE 8 | IMPROVE DATABASE STRUCTURE AND SCALABILITY TECHNOLOGY

system to address limitations of the current database architecture.

Benefits Improving the structure and scalability of the current birth record
information system’s database will result in:
* Improved accuracy of data elements in the birth record information
system, most notably the name of the child
* Improved efficiency of locating the correct record
* Improved results in the birth/death matching process

ISSUE 9 | RECONCILE REPORTED BIRTHS POLICY

Description Without reconciling the number of births that are documented as
occurring in a licensed institution with the number of births registered
in TER, an opportunity for fraudulent practices exists.

Recommendation  Perform a periodic reconciliation of the number of births documented
as occurring in a licensed institution with the number of births
registered in the state’s birth record information system by that
institution.

Rationale Currently, there is no reconciliation of the number of births registered
in the system with the number of births that occurred at the licensed
institution is not performed. Therefore, it is possible to create false
records in the TER system by individuals acting fraudulently.

Implementation The Texas Legislature may wish to consider action that directs

Considerations hospitals and birthing institutions to coordinate with VSU to perform
periodic reconciliations of the births documented as occurring in the
licensed institution, with the births registered in the state’s birth record
information system by that institution.

Benefits Periodic reconciliation of births documented at licensed institutions

with the state’s birth record information system resulting in:

* Reduced risk of fraudulent records by ensuring each record in the
system corresponds to a physical birth in an institution

* Improved data validation in the State’s birth record information
system

* Established processes that will alert VSU of suspicious activity, or
institutions that regularly report inconsistencies
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PHASE: USE

ISSUE 10 | IDENTIFICATION REQUIREMENTS PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

Benefits

Current identification requirements to purchase a certified copy of a
birth record allow for an unmanageable variety of acceptable forms of
proof, and lead to complex and inconsistent practices across
registration districts.

Applicants seeking to purchase a birth certificate should be required to
present a government issued, non-expired, photo identification with
signature, or provide two forms of identification from a specified list.

By reducing the number of accepted forms of identification, the state
can reduce its exposure to the presentation of fraudulent documents.
Issuing offices should be strongly encouraged to request a non-expired
government issued photo identification with signature, such as a driver
license or U.S. Passport, that can be verified for authenticity.

VSU action includes amending administrative rule [25 TAC Section
181.1 (13)] to strengthen the controls related to the identification
required to issue a birth certificate. This provision of rule outlines the
definition for “Identification of Applicant.” Additionally, VSU should
educate issuing agents and their communities on changes to
identification requirements.

Strengthening identification requirements will result in:

* Improved capabilities to recognize fraudulent documents

* Elimination of the need to rely on individual discretion related to
acceptance of alternate documentation

* A process that is more understandable by registrants seeking to
obtain a certified copy of a birth record

ISSUE 11 | CONNECTING INDIVIDUALS AND IDENTIFICATION PROCESS

Description

Recommendation

Currently, the ability to connect an identification document with a
person is not effectively implemented for either mail-in or online
requests made through the state portal, Texas.gov. Because these
ordering methods represent a much larger percentage of orders for
birth certificate copies than those processed in person, greater
opportunities for fraud exist.

Applicants seeking to purchase a birth certificate online or through the
mail should be required to provide additional information that
establishes that the identity presented belongs to the applicant.

14
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ISSUE 11 | CONNECTING INDIVIDUALS AND IDENTIFICATION PROCESS

Rationale

Implementation
Considerations

Benefits

It is critical to ensure that stringent controls are in place to validate the
identity of all qualified applicants who seek to purchase a certified
copy of a birth record. With more than 85 percent of all applications
for copies of birth certificates processed remotely, a reliable means to
match the individual with the identification should be established.

VSU action should include a review and assessment of each of the
ordering methods for a certified copy of a birth record, and should
specify that each method require legible identification documentation
be submitted and validated to ensure that the identification matches the
individual. For online ordering, VSU may consider requiring that a
series of authentication questions for the applicant be included in the
process.

Strengthening requirements for connect individuals with their

identification will result in:

* Reduced opportunities for imposters to gain access to birth records

* An additional security measure to protect an individual’s birth
certificate

* Heightened awareness that issuing a certified copy of a birth record
requires greater diligence on the part of the applicant and issuing
agents

ISSUE 12 | IDENTIFICATION VERIFICATION AND VALIDATION PROCESS

Description

Recommendation

Rationale

Local registrars who issue birth certificate copies are not uniformly
equipped with the tools needed to recognize attributes of valid
identification and methods used to verify and validate authenticity of
identification.

Leverage a third party identification verification and validation system
and/or an identification attribute database for all forms of accepted
identification.

With at least 58 different types of identification that can be submitted
to request a copy of a birth certificate, it is important that local
registrars have a common understanding, and can recognize the
attributes, of the variety of identification forms that are currently
accepted.

Motor vehicle and public safety agencies, such as DPS, that issue
driver licenses, make use of a broad array of resources to verify
identification. For example, DPS conducts a verification process to
ensure that new applicants do not hold a driver license from another

Texas Birth Record Information System
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ISSUE 12 | IDENTIFICATION VERIFICATION AND VALIDATION PROCESS

jurisdiction through a multi-jurisdiction verification hub.

Implementation VSU action includes the exploration of technologies implemented in

Considerations DPS and other agencies, such as identification verification systems.
Additionally, other secure systems that provide a reference database
populated with attributes of different types of identification and
information issued by those agencies should be considered. VSU
should explore opportunities to establish a secure method to verify the
identification used for mail-in applications.

Benefits Leveraging external verification practices will result in:
* Deterrence of fraudulent requests for birth certificates with
enhance detection techniques
* Heightened awareness that issuing a certified copy of a birth record
requires greater diligence on the part of the applicant and issuing

agents
ISSUE 13 | DOCUMENT RELATIONSHIP PROCESS
Description In most cases, there are not clear, published processes that require an

applicant to demonstrate their relationship to the registrant when
applying to purchase a birth certificate copy.

Recommendation  Establish processes whereby an applicant ordering birth certificates for
someone other than themselves can document their relationship to the
individual whose birth certificate they are requesting.

Rationale The current process creates an opportunity for the fraudulent purchase
of birth certificates. Rather than attempt to assume someone’s identity
to purchase a copy of a birth certificate, potential perpetrators of fraud
can use their actual identification to gain access to another person’s
birth certificate by assuming a relationship to the registrant as a
qualified applicant.

For example, a guardian, who is considered immediate family, is
required to submit legal papers as proof of guardianship. On the other
hand, an individual who represents him or herself as a family member,
such as brother or grandmother, is not necessarily required to present
documentation.

Implementation VSU action includes amending administrative rule [25 TAC Section
Considerations 181.22] to set forth provisions that require all qualified applicants to
prove their relationship to the registrant.
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ISSUE 13 | DOCUMENT RELATIONSHIP PROCESS

Benefits

Additionally, VSU may consider creating a relationship matrix for
issuing agents to use to aid in ensuring that copies of birth certificates
are provided to qualified applicants only. Each type of applicant would
be listed, along with the specific relationship documentation required
to apply for the birth certificate. This information should be made
available to the public to ensure that they are aware of the processes
related to this complex process.

Requiring documentation to prove the applicant’s relationship with the

registrant will result in:

* Greater assurance that only qualified individuals can access an
individual’s birth certificate

* Improved security and privacy of personal information

* A standardized issuance process for all qualified applicants

ISSUE 14 | CONSOLIDATE PURCHASE OF ISSUING MATERIALS PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

Disaggregated purchasing of security paper leads to unnecessary
variation of paper among issuers and the publication of security
requirements in public documents.

Consolidate purchasing of security paper/issuing medium through a
contract established by VSU with distribution done through the
approved vendor(s).

One of the weaknesses of the current issuance process is that the state
cannot quantify the exact number of birth certificate copies issued each
year. The ability for each local registrar to purchase paper for its own
use, and maintain separate systems, impedes the ability to reconcile the
number of certificate copies issued across the state with the amount of
security paper purchased. A centralized volume purchasing agreement
will create new opportunities to realize cost savings for all parties,
while providing enhanced and new security features.

Additionally, the ability to track and monitor issued copies of birth
certificates, issued paper, and voided paper is possible, providing a
method to identify trends and potentially fraudulent practices. Finally,
by initiating a procurement event, consideration for an issuing medium
other than paper, which could potentially provide an entirely new level
of security features, can be employed.

VSU action would entail a procurement planning effort that considers
paper/issuing medium delivery in a broader context of distribution and
validation that supports other security processes of the state. The

Texas Birth Record Information System
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ISSUE 14 | CONSOLIDATE PURCHASE OF ISSUING MATERIALS PROCESS

Benefits

procurement would need to incorporate mechanisms that allow for
direct payment by registrars and distribution directly to registrars in
order to minimize the operational impacts.

As part of this effort, VSU should amend administrative rule to
remove specifications for security paper, enabling the State Registrar
to establish and maintain enhanced security provisions for paper issued
statewide.

Centralizing the purchasing of security paper or other issuing medium

will result in:

* Reduced pricing by aggregating the small quantity of paper
purchased by individual local registrars into statewide volume

* Confidentiality of the state’s security paper specifications and
features

* Enumeration of paper that can be tracked, monitored, and reported
to the state

ISSUE 15 | ENHANCE WRONGFUL POSSESSION PROVISIONS POLICY

Description

Recommendation

Rationale

The birth certificate is a document that is used for many day-to-day
activities — going to school, playing in sports — but in the wrong hands
serves to create a false identity, false credit lines, and other fraudulent
uses. In the right hands it is a tool, in the wrong hands, a weapon, and
the state should create provisions that discourage the casual treatment
of the birth certificate by parties using the document for day to day
certification practices.

Enhance provisions regarding the possession of birth certificates of
others in order to discourage the casual treatment of the birth
certificate.

Individuals who possess a copy of a birth certificate that is not their
own pose a risk to the birth registrant in the event that the document is
lost or stolen, or subject to careless action. And yet, as a means to
verify age, copies of birth certificates are commonly requested by
schools and sports leagues, institutions and organizations that have no
intent to defraud.

Health and Safety Code specifies that the possession of a birth
certificate “for purposes of deception,” to possess, use, sell, or furnish
a certified copy of a birth record related to another individual, is a third
degree felony [HSC Section 195.003 (d) and (f)]. While this provision
of statute is enforceable regarding malicious intent, it does not address
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ISSUE 15 | ENHANCE WRONGFUL POSSESSION PROVISIONS POLICY

Implementation
Considerations

Benefits

the culture of using copies of birth certificates without malicious
intent.

The Texas Legislature may wish to consider action that restricts who
may possess an individual’s birth certificate by establishing stringent
consequences for wrongful possession.

A law that restricts possession of a certified copy of a birth record to

only an affected qualified applicant, which will result in:

* Heightened awareness to better secure birth certificates

* Enhanced security of personal information

* Establishment of a legal basis for parents to deny coaches’ and
program leaders’ requests for copies of a child’s birth certificate

ISSUE 16 | AGE VERIFICATION PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

Benefits

Copies of individuals’ birth certificates are requested by and provided
to organizations as a means to verify age only, and not identity.

Implement the consistent use of a document that certifies age, but not
identity, such as the Birth Verification letter, as a substitute for the
issuance of a certified copy of a birth record.

Birth verification is intended to provide a means for authorized
organizations to conduct checks on vital records information where
data elements are primarily limited to name and date of birth. Using
birth verification within sports organizations will reduce the number of
birth certificates issued and distributed, eliminating the need to expose
personal information.

VSU action includes implementing a process for issuing a Birth
Verification letter that will meet the needs of youth programs, and in
future, may also consider expanding this process to include online
verification that incorporates appropriate security controls and fee
structure. Additionally VSU should consider outreach and education to
raise awareness among youth sports organizations and programs.

Implementing a document that verifies age, but not identity, such as

the Birth Verification letter, will result in:

* Improved security and privacy of personal information on a birth
certificate copy

* Reduction in the number of copies of birth certificates in
circulation

Texas Birth Record Information System
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ISSUE 17 | EDUCATE CITIZENS PROCESS

Description Improvements to birth record security cannot be made without the
communication, outreach, and education of all stakeholders in the
process.

Recommendation Implement a communications plan to educate citizens regarding their
responsibility for safeguarding their birth certificates, stressing the
criminal penalties for wrongful possession and use, and
communicating updated and new policies and procedures.

Rationale Educating citizens on the role of the birth certificate in gaining access
to other forms of identification, as well as access to state and federal
programs, is a component of a statewide strategy to heighten
awareness and strengthen security of the birth record information
system. Other stakeholders who are more directly involved in the
process, such as local registrars, health administrators, and health care
practitioners, will also be impacted by changes. Ensuring that these
individuals are apprised of changes will be critical.

Implementation VSU action includes the development of a communications plan that

Considerations addresses how changes to policy, process, and technology within the
vital statistics program will affect citizens and program stakeholders.
Additionally, VSU should evaluate existing communications channels
within the agency that will reach the broadest number of individuals
with appropriate presentation of information and access to provide
input into the process.

Benefits Implementing a communications plan will result in:
* Heighted awareness of citizens on state law, policies, and
processes in place regarding birth certificate issuance
* Heighted awareness about the sensitive nature of birth certificates
* Improved communication opportunities with third party entities,
such as youth sports organizations and other youth programs

ISSUE 18 | REVIEW FEES AND FUNDING POLICY | PROCESS

Description VSU is funded through a series of fees that have been amended and
changed over time. Several recommendations in this report would
further refine the nature of use of the data, and it is an appropriate time
to reassess and establish a funding structure that ensures the long-term
sustainability of the oversight of this critical asset.

Recommendation Initiate a review of fees and funding structure within VSU.

Rationale Given VSU’s critical mission to safeguard vital statistics records and
data, the organization must be able to identify business needs and plan
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ISSUE 18 | REVIEW FEES AND FUNDING POLICY | PROCESS

Implementation
Considerations

Benefits

for the development of solutions that secure and safeguard citizen
information, deliver a responsive and resilient information system,
ensure the integrity and accuracy of data and information, and enhance
the customer experience.

Agency and state leadership support is critical to the success of this
recommendation. A comprehensive review and reengineering of
funding models requires a collaborative work effort to succeed.
Coordination with all stakeholders, including local registrars, will be
crucial, as fiscal impacts to these entities will need to be considered.

A comprehensive review of VSU’s fee and funding structure will

result in:

* Enhanced transparency of a public agency regarding expenditures
and revenue

* Qreater understanding and control over allocation of program
resources

* Improved accountability to stakeholders and citizens

ISSUE 19 | PHYSICAL ACCESS STANDARDS PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

Benefits

Measures to control access to archived paper birth certificates and the
paper used to print certified copies and abstracts of birth are not
uniformly applied across locations.

Establish minimum standards for physical access to security paper,
certificates, and archival paper record storage.

Requiring minimum standards that must be met to maintain paper
records can help ensure the security of birth certificates, and the
personal information on the birth certificates. For VSU, the
appropriate administrative, physical, and technical security safeguards,
documented in VSU’s internal security manual should be consistent
with industry standards and should be adhered to. By establishing
minimum standards related to access to paper records, VSU and local
registrars will improve the security and confidentiality of the
documents and personal information of citizens.

VSU action incudes amending administrative rules to require that local
registrars conform to minimum standards for securing access to paper,
consistent with security policies and procedures adopted by DSHS.

Establishing minimum standards for physical access to security paper
will result in:
* Standardization of statewide methods to secure paper assets

Texas Birth Record Information System
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ISSUE 19 | PHYSICAL ACCESS STANDARDS PROCESS

* Reduced opportunity for theft or misuse
* Alignment of state policy with NAPHSIS guidelines

ISSUE 20 | STANDARDIZE FORMS PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

The state does not currently utilize one standard format for the
certified issuance of a birth record, which creates unnecessary
challenges in validating the birth certificate copies by both Texas
organizations and external partners.

Standardize the form of certified birth certificate to one statewide
format.

Issuance of certified copies of birth — and the format used to produce
those copies — varies across the 469 local registrar districts. Locally-
issued certified copies of birth records differ by issuing office and with
variations in seal placement, signature line, and other features, making
it difficult to discern the document as being a certified copy of a Texas
birth certificate.

VSU action can be initiated through consolidated purchasing (see
Recommendation 14). VSU can incorporate requirements for a
standard format for security paper used to print certified copies and
abstracts of birth records in the solicitation process.

To further simplify issuance processes, VSU should consider reducing
the number of different types of abstracts of birth records available for
purchase. Because a wallet-sized abstract of birth is generally not
accepted as a form of identification by many issuing agencies, such as
U.S. Passport Services issuing offices, its use is limited. VSU should
consider eliminating the certified copy of the wallet-sized birth
certificate as an option for purchase.

Benefits Standardizing the form and format of certified copies of birth records
will result in:
* Easier recognition of fraudulent Texas birth certificates
* Reduced time spent by registrars and other verifying agencies on
authenticating a Texas birth certificate
* Economies of scale through procurement of a standard security
paper for the state
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ISSUE 21 | STRENGTHEN SYSTEM USE MONITORING TECHNOLOGY

Description

Recommendation

Rationale

Implementation
Considerations

Benefits

The current birth record information system lacks certain security
features, as well as the ability to monitor and track system usage, and
provide auditing controls, that are critical components to safeguarding
birth record data.

Enhance functionality of the state’s birth record information system by
improving the security processes and monitoring of system use,
including consideration of a pilot of biometric identity validation.

Due to the sensitivity of the data in the TER system, and potential for
fraudulent activity or use of that data, ensuring adequate security,
tracking, and monitoring functionality is of paramount importance.

In the current system, a user could simply give an unauthorized
individual their user name and password allowing them full access to
the system. Proper logging of activities, coupled with application
monitoring functionality, would provide VSU with tools to identify
usage patterns associated with inappropriate or fraudulent activities.
Monitoring tools would provide VSU the ability to conduct system
audits of user activity and provide key information needed to
effectively manage the system.

VSU action involves conducting an evaluation of the functionality
needed to strengthen system security and monitoring, and based on the
results, develop a business case to enhance or replace the system.

Additionally, VSU should coordinate with facility administrators to
verify that each user authorized to create a birth record actually
performs that function. The principle of least privilege should be
enforced and conducting a survey that verifies user privileges will
provide insight into procedural controls that may need to be
established or enforced.

Improving the security processes and monitoring of system use will

result in:

* Improved audit capabilities

* A process for VSU to be alerted to suspicious activity or usage

* Enhanced security of personal information by timing out the user
after a period of inactivity

* Potential to incorporate biometrics in a system upgrade or
replacement

Texas Birth Record Information System
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ISSUE 22 | EVALUATE STANDARDS FOR VITAL EVENTS VERIFICATION TECHNOLOGY

Description Texas does not employ national standards for providing secure
electronic access to verify birth record information with other state and
federal agency programs that provide government services or issue
identification.

Recommendation — Assess implications of adopting national standards for Electronic
Verification of Vital Events (EVVE) data across jurisdictions and
programs against current capabilities and program funding model.

Rationale EVVE establishes commonality across 57 vital registry jurisdictions
and conforms to the various laws that govern access and use of birth
records across these jurisdictions. Using EVVE, a variety of
government agencies, including state Medicaid offices, U.S. Passport
Services facilities, and state motor vehicle administration offices, can
securely and rapidly verify accuracy of vital records information
through a standard Internet-based user interface against 250 million
birth records in vital record databases nationwide.”

Implementation Because participation in EVVE would have fiscal impact to the state’s

Considerations vital statistics program, VSU action includes gaining additional insight
into funding options through its review of its fees and its funding
structure (see Recommendation 18). Concurrent with this assessment,
VSU should develop a business case to evaluate functional and
technical impacts to implementing the EVVE system.

Benefits Implementing national standards for electronic verification of vital

events will result in:

* Improved customer service by facilitating rapid access to accurate
and verifiable vital record data

* Support of future transactions between the vital records offices and
EVVE users

* A secure mechanism for communication between agencies and
vital records offices

? Steven Schwartz, “The United States Vital Statistics System: The Role of State and Local Health
Departments,” p 7, April 23, 2008,
http://www.naphsis.org/NAPHSIS/files/ccLibraryFiles/Filename/000000000676/NAS%20VS%20W orkshop-
%_20State%20Perspective-%204-23-08.pdf.
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ISSUE 23 | SCHEDULE DECOMMISSIONING OF TER AND MOVE TO A TECHNOLOGY
SINGLE TECHNOLOGY STATE ELECTRONIC BIRTH AND DEATH
RECORDS SYSTEM

Description Advances in technology, expectations of customers, and government
regulations in response to terrorism have created a need to strengthen
and modernize the functionality and security of the state’s birth record
information system.

Recommendation  Schedule the decommissioning of TER and Remote Birth Access, and
require VSU, in coordination with local registrars, to develop and
deploy a new system that can serve as a single state electronic birth
and death records system.

Rationale The TER system is based on proprietary and outdated technology.
While TER provides a measure of data security, the system requires
implementation of manual controls to ensure limited data access and
security monitoring. Additionally, the amount of manual intervention
required to ensure data is protected requires ongoing effort on the part
of VSU, which impedes its ability to provide consistent and timely
data to DSHS and health and human services programs without
significant cost.

As a benefit to citizens, a single records system will allow for birth and
death certificates to be issued from any county, not only the county of
birth. While a statewide solution exists today, it is not integrated into
the TER system, and many local registrars do not participate in this
solution.

Implementation VSU action requires careful planning and coordination with TER

Considerations system users, especially local registrars, in the decommissioning of the
TER system. Incremental improvements to the current system during
the replacement planning process should continue.

Decommissioning TER will require an examination of the existing fee
structure (see Recommendation 18) to develop a model that supports a
single, central database for use in the state. The system today serves
citizens, and local registrars take great pride in their service to citizens
through their systems. That capacity for delivering quality customer
service must continue.

Benefits Decommissioning of TER and implementing a single statewide system
will result in:
* The ability for VSU to manage one central database
* Cost effective maintenance and enhancements to incorporate
security requirements
* The ability for local registrars to access records for events that did
not occur in their jurisdiction
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ISSUE 23 | SCHEDULE DECOMMISSIONING OF TER AND MOVE TO A TECHNOLOGY
SINGLE TECHNOLOGY STATE ELECTRONIC BIRTH AND DEATH
RECORDS SYSTEM

* Deployment of a flexible platform that will enable VSU’s birth
record information system to interact with other systems both on a
state and national level

ISSUE 24 | PROTECT INTEGRITY OF STATE BIRTH AND POLICY | TECHNOLOGY
DEATH DATA
Description Data warehouses, which have not been sanctioned by VSU, that are

Recommendation

Rationale

Implementation
Considerations

derived through replicated data can undermine the security and
integrity of the state’s birth record information system.

Protect the integrity of VSU birth and death registration system(s) by
applying consistent practices on the use of the data by other
organizations.

Ensuring that VSU has control over Texas citizens’ vital statistics data,
as expected by the Legislature, is a critical priority. While entities need
to leverage data to validate other responsibilities they hold, VSU must
be proactive in how it allows that validation without enabling the
replication of data it is charged with safeguarding; high security
standards must be consistently applied to the data.

The Texas Legislature may wish to consider action to establish an
appropriate standard that would have to be met regarding the release of
raw birth certificate data.

VSU action should focus on establishing standard methods to allow
external parties to validate data in the database without sending raw
data to entities with different security levels from those maintained by
VSU. This approach may include implementation of a secured
gateway. VSU should work with stakeholders to determine the most
commonly queried data sets and create a secured means of requesting
this data. Any such mechanism may be developed with safeguards to
minimize the ability of third parties from storing data queried.

Benefits Ensuring the protection and integrity of state birth and death data will
result in:
* Enhanced overall security through central control of data access
* Reduced inconsistencies in vital statistics data and information
* Increased opportunities to redirect financial and operational
investments made by local registrars
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PHASE: RETIRE

ISSUE 25 | INCREASE TIMETABLE FOR PUBLIC RELEASE OF DATA POLICY

Description Information about a person’s birth is made publicly available 75 years
after the date of birth. This can result in birth record information
becoming publicly available while the individual is still alive,
jeopardizing the individual’s privacy and security of personal
information.

Recommendation  Establish the timetable for publicly releasing vital records information
to 125 years after a birth and 50 years after a death.

Rationale An increase to 125 years is proposed for the release of birth record
information since the number of centenarians continues to increase.
According to U.S. Census Bureau data, the number of centenarians is
projected to increase from 131,000 in 2010 to 834,000 in 2050.°

Implementation The Texas Legislature may wish to consider action that amends state
Considerations law to increase public release of birth and death data to 125 years after
a birth and 50 years after a death.

Benefits Increasing the timetable for public release of birth record information
by 50 years will result in:
* Improved security of personal information
* Decreased chance of identity theft
* Improved alignment with national guidelines

ISSUE 26 | REQUIRE DEATH MATCH FOR ALL AGES POLICY | TECHNOLOGY

Description Texas does not perform a birth/death match for every citizen born in
Texas who dies, which leaves a significant portion of birth certificates
un-marked as “deceased.”

Recommendation  Require that death records for individuals of all ages who were born in
Texas be matched with birth records, not only those under 55.

Rationale Currently, VSU, upon receipt of a death certificate of a person younger
than 55 who was born in Texas, identifies and notates the decedent’s
birth record as “deceased” [HSC Section 191.034].

A key to performing the birth/death matching process is automation. In

3 Constance A. Krach and Victoria A. Velkoff, U.S. Census Bureau, “Centenarians in the United States,” July
1999, http://www.census.gov/prod/99pubs/p23-199.pdf.
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ISSUE 26 | REQUIRE DEATH MATCH FOR ALL AGES POLICY | TECHNOLOGY

2007, approximately 3.5 percent of all death records were filed
electronically. Of all death records filed in 2011, approximately 80
percent were electronic, thus the ability to conduct automated matches
has significantly increased. Conducting a birth/death match for
individuals deceased at age 56 and over will provide consistency and
accuracy in the VSU program.

Implementation The Texas legislature may wish to consider amending state law to
Considerations require that death certificates registered for individuals of all ages be
matched with births, not only those under 55.

VSU action should seek to expand current electronic data matching
functions. Resource constraints require that the state prioritize this
function. In instances where true matches are not obtained, potentially
substantial levels of effort may be needed to perform manual matching
activities.

Benefits Requiring that death records be matched for individuals of ages (not
only those under 55) will result in:
* Reduced potential for identity theft
* Decreased misuse of public aid programs such as Medicaid and
Social Security
* Establishment of a standard process for matching the death record
with the birth record, regardless of age

ISSUE 27 | ENHANCE BIRTH/DEATH MATCHING CRITERIA PROCESS | TECHNOLOGY

Description The criteria currently used to conduct the birth/death match may be
insufficient as a significant number of records not being matched.

Recommendation Re-evaluate and enhance the birth/death matching criteria.

Rationale Birth/death matching is a challenging process for a variety of reasons.
Nicknames are oftentimes used on a death certificate, whereas more
formal names are listed on a birth certificate. An example may be a
“Robert Nathaniel Rushmore” on a birth certificate and a “Bob
Nathaniel Rushmore” on a death certificate.

Implementation VSU action involves consulting with OIG to assess key factors that
Considerations limit or impede the matching process. Criteria used in the electronic
process should relate to the mechanisms used by OIG.

Benefits Improving the criteria for the birth/death matching process will result
n:

* Lower percentage of unmatched records in the system, which
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ISSUE 27 | ENHANCE BIRTH/DEATH MATCHING CRITERIA PROCESS | TECHNOLOGY

reduces the agency’s exposure to fraud through identity theft

* Increased safeguards to the surviving members of the families, as
any fraudulent activity derived at the expense of the deceased may
become the responsibility of the families

* Improved resource utilization for both VSU and OIG, enabling
more birth/death matches

ISSUE 28 | APPROPRIATE NOTATION OF DECEASED PROCESS

Description

Recommendation

Rationale

Implementation
Considerations

Benefits

Local registrars may not be systematically receiving all notifications of
deaths of individuals who were born in their jurisdictions. As a result,
paper records of selected individuals may not be stamped as
“deceased,” even if the individual has died.

Ensure that both paper and electronic birth records, maintained
centrally at VSU and locally at registrars' offices are appropriately
notated as “deceased.”

Not properly noting any birth record as “deceased” once the registrant
has died creates opportunities for fraud. Individuals may attempt to
assume the identity of a deceased person by requesting their birth
certificate. If the record is not conspicuously marked, the deceased
individual’s identity can be used to perpetrate fraud.

Additionally, not marking records on the local level creates
inconsistencies in records keeping, with the data at VSU conflicting
with the information maintained locally.

VSU action entails coordination with the Office of the Inspector
General (OIG) within the Health and Human Services Commission
and the local registrars. These entities must assess the method and
frequency with which communication is made between VSU and the
local registrars and must work in concert to ensure that all records are
marked appropriately.

Properly notating records as “deceased” will result in:

* A standardized process of matching death records with birth
records

* Fraud deterrence of a potential imposter assuming the identity of a
deceased person

* Consistent record keeping at all levels in the Texas VSU
organization
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ISSUE 29 | EVALUATE STANDARDS FOR DATA EXCHANGE ACROSS TECHNOLOGY
JURISDICTIONS

Description The timely exchange of vital statistics data between Texas and other
states is not automated, which creates delays in receiving critical
information to protect citizens’ data.

Recommendation — Assess implications of adopting national standards for electronic
exchange of data across jurisdictions and programs using the State and
Territorial Exchange of Vital Events (STEVE) against current
capabilities and program funding model.

Rationale Inter-jurisdictional exchange of information is critical to the vital
statistics program. Since a person often dies in a different jurisdiction
from where the individual was born, a national system that enables
rapid data sharing and matching is needed.

The current process of transferring records has created duplicative,
time intensive efforts that are inefficient and costly to jurisdictions.
STEVE provides an automated way to apply and enforce the rules of
57 jurisdictions and allows jurisdictions the flexibility to configure the
software based on their needs.

Implementation VSU action involves implementing the technology necessary to

Considerations support STEVE. As a requirement of the Vital Statistics Cooperative
Program (VSCP), between NCHS and states, participation in the
STEVE system will be required for Texas, effective January 1, 2014.
VSU will work with NCHS and NAPHSIS to identify technical
requirements needed to implement STEVE.

Benefits Establishing an inter-jurisdictional exchange of information through
implementation of STEVE may result in:
* Improved birth/death matching process
* Increased number of out-of-state death notifications, thereby
decreasing the chance of a birth certificate being used fraudulently

ISSUE 30 | COORDINATE WITH FEDERAL AGENCIES ON SOLDIERS PROCESS

Description Texans who die in the military are, on average, at an age targeted for
identity theft. Consistent processes do not exist to properly process
death information for this critical constituency.

Recommendation  Coordinate with the relevant federal departments to ensure the receipt
of death notifications of soldiers born in Texas.

Rationale Young citizens are targets for identity theft once they have died largely
due to their potential credit line. Given the young age of many of those
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ISSUE 30 | COORDINATE WITH FEDERAL AGENCIES ON SOLDIERS PROCESS

serving in the military, this constituency is a prime target for identity
theft. Therefore, it is critical to ensure that the birth records of any
individual who was born in Texas and has served and died as a
member of the armed forces are appropriately marked.

Implementation VSU action entails coordination with other federal agencies and other

Considerations states’ registrars to determine how best state practices can be
synchronized with military procedures to ensure that the process of the
state’s notification of death is streamlined.

Benefits Coordinating with federal agencies to ensure the receipt of soldier’s

death notifications will result in:

* Protection of the personal information of soldiers who are killed in
the line of duty

* A safeguard that a soldier is not subject to identity theft, as their
deaths are often published in newspapers and online, making their
identities vulnerable to fraudulent activity

* Improved coordination between agencies
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